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SECTION |
INVITATION TO TENDER
OPEN TENDERING

Procuring Entity:  State Department for Environment and Climate Change,
Kenya Meteorological Department

Tender Ref.: SDE&CC/KMD/OT/003/2023-2024

Tender Name: Provision of Wan Internet Services in Kenya Meteorological
(KMD) Headquarters, Institute of Meteorological Training &
Research (IMTR) and (KMD) Outstations

Dated: 14t November, 2023

1.1 The State Department for Environment and Climate Change invites Sealed Tenders for the

Provision of WAN Internet Services in Kenya Meteorological (KMD) Headquarters,
Institute of Meteorological Training & Research (IMTR) and (KMD) Outstations for a
Period of three (3) years .Tendering” will be conducted under Open Competitive Method [Open
Tender] using a Standardized Tender Document. Tendering is Open to All AGPO and Interested
Tenderers.

1.2 A complete set of tender documents containing detailed information may be obtained from the

Supplies Section, State Department for Environment & Climate Change Headquarters,

(11thFI00r room 1102, N.H.L.F Building along Ragati Road, Nairobi) upon payment of Non-
refundable fee of KShs.1,000.00 in cash or Bankers Cheque payable to Principal Secretary,
State Department for Environment & Climate Change, or downloaded from the
ministry‘s websites: www.environment.go.ke for free OR the public procurement
information portal links: https://www.tenders.go.ke/website.Bidders who download the tender
document are advised to sign a tender register at the Ministry‘s Supplies Section
(11thFIoor, N.H.L.F Building along Ragati Road, Nairobi) or email their contact address using
the email: procurement@environment.go.ke before the tender closing date. This is for purposes
of communicating any clarification or addendum.

1.3 Any clarifications or addendum should be sought through procurement@environment.go.ke

1.5

before the tender closing date

Prices quoted should be net inclusive of all taxes, must be in Kenya Shillings and shall remain
valid for 180 (One Hundred and Eighty) days from the closing date of the tender.

1.6 All tenders must be accompanied by a tender security of Kenya Shillings One Hundred

1.7

Thousand (Ksh 100,000.00) only from a reputable bank or an insurance company approved by
Public Procurement /Regulatory Authority payable to the Principal Secretary, State Department
for Environment and climate Change, P.O. Box 30126, 00100 Nairobi, Kenya. Failure to attach
the Tender Security will lead to automatic rejection of the tender

The Completed tender documents are to be enclosed in plain sealed envelopes marked with
tender reference number and be deposited in the Tender Box at the Reception Area of the

State Department for Environment & Climate Change Offices (11th Floor, N.H.I.LF Building
along Ragati Road, Nairobi) and addressed to, The Principal Secretary, State
Department for Environment & Climate Change, P. O. Box 30126-00100, NAIROBI so as
to be received on or before Wednesday, 6" December, 2023 at 10.00 AM East African
Time.



http://www.environment.go.ke/
http://www.tenders.go.ke/website.Bidders
http://www.tenders.go.ke/website.Bidders
mailto:procurement@environment.go.ke%20be
mailto:procurement@environment.go.ke%20be
mailto:procurement@environment.go.ke%20be

1.8 The Tender will be opened immediately after the closing time i.e. Wednesday, 6"
December, 2023 at 10.00 AM East African Time in the presence of the Candidates or their
representatives, who choose to attend at the State Department for Environment and climate
Change Conference Room, located at 12th floor of the N.H.L.F. Building along Ragati Road,
Nairobi. Late bids will not be accepted and will be returned unopened. Electronic tender will not be
permitted

1.9 A firm will be selected under the lowest evaluated bid method.

10.0 Tendering will be conducted under open national competitive method. Tendering is open to all
qualified and interested tenders

11.0 The Tenderer shall chronologically serialize all pages of the tender documents submitted.

12.0 The State Department for Environment & Climate Change reserves the right to reject or
accept in whole or in part any tender without obligation to give reasons for the decision.

ThePrincipal Secretary

State Department for Environment & Climate Change
P. O. Box 30126-00100

NAIROBI
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SECTION 11 -INSTRUCTIONS TO TENDERERS

A.

2.1

2.2

3.2

3.3

General

Scope of Tender

This tendering document is for the delivery of Non-Consulting Services, as
specified in Section V, Procuring Entity's Requirements. The name,
identification and number of this tender are specified in the TDS.

Throughout this tendering document:
The terms:

a)  The term “in writing” means communicated in written form (e.g., by
mail, e-mail, fax, including if specified in the TDS, distributed or
received through the electronic- procurement system used by the
Procuring Entity) with proof of receipt;

b)  if the contexts or esquires, “singular” means “plural” and vice versa; and

c) “Day” means calendar day, unless otherwise specified as “Business
Day”. A Business Day is any day that is an official working day of the
Procuring Entity. Tt excludes the Procuring Entity's official public
holidays.

The successful Tenderer will be expected to complete the performance of the
Services by the Intended Completion Date provided in the TDS.

Fraud and Corruption

The Procuring Entity requires compliance with the provisions of the Public
Procurement and Asset Disposal Act, 2015 (the Act), Section 62
“Declaration not to engage in corruption”. The tender submitted by a person
shall include a declaration that the person shall not engage in any corrupt or
fraudulent practice and a declaration that the person or his or her sub-
contractors are not debarred from participating in public procurement
proceedings.

The Procuring Entity requires compliance with the provisions of the
Competition Act 2010, regarding collusive practices in contracting. Any
tenderer found to have engaged in collusive conduct shall be disqualified
and criminal and/or civil sanctions may be imposed. To this effect, Tenders
shall be required to complete and sign the “Certificate of Independent Tender
Determination” annexed to the Form of Tender.

Unfair Competitive Advantage - Fairness and transparency in the tender
process require that the firms or their Affiliates competing for a specific
assignment do not derive a competitive advantage from having provided
consulting services related to this tender. To that end, the Procuring Entity
shall indicate in the TDS and make available to all the firms together with
this tender document all Information that would in that respect gives such
firm any unfair competitive advantage over competing firms.
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4.1

4.2

4.3

Eligible Tenderers

A Tenderer may be a firm that is a private entity, a state-owned entity or
institution subject to ITT 4.6, or any combination of such entities in the form
of a Joint Venture (JV) under an existing agreement or with the intent to
enter into such an agreement supported by a Form of intent. In the case of a
joint venture, all members shall be jointly and severally liable for the
execution of the entire Contract in accordance with the Contract terms. The
JV shall nominate a Representative who shall have the authority to conduct
all business for and on behalf of any and all the members of the JV during
the Tendering process and, in the event the JV is awarded the Contract,
during contract execution. Members of a joint venture may not also make an
individual tender, be a sub contract or in a separate tender or be part of
another joint venture for the purposes of the same Tender. The maximum
number of JV members shall be specified in the TDS.

Public Officers, of the Procuring Entity, their Spouses, Child, Parent,
Brothers or Sister. Child, Parent, Brother or Sister of a Spouse in which they
have a substantial or controlling interest shall not be eligible to tender or be
awarded contract. Public Officers are also not allowed to participate in any
procurement proceedings.

A Tenderer shall not have a conflict of interest. Any Tenderer found to have
a conflict of interest shall be disqualified. A Tenderer may be considered to
have a conflict of interest for the purpose of this Tendering process, if the
Tenderer:

a Directly or indirectly controls, is controlled by or is under common control with

another Tenderer; or

b Receives or has received any direct or indirect subsidy from another Tenderer; or

¢ has the same legal representative as another Tenderer; or

d has a relationship with another Tenderer, directly or through common
third parties, that puts it in a position to influence the Tender of another
Tenderer, or influence the decisions of the Procuring Entity regarding
this Tendering process; or

e oranyofitsaffiliatesparticipatedasaconsultantinthepreparationoftheProcuri
ngEntity'sRequirements (including Activities Schedules, Performance
Specifications and Drawings) for the Non-Consulting Services that are
the subject of the Tender; or

f or any of its affiliates has been hired (or is proposed to be hired) by the
Procuring Entity or Procuring Entity for the Contract implementation; or

g would be providing goods, works, or non-consulting services resulting
from or directly related to consulting services for the preparation or
implementation of the project specified in the TDS ITT 2. 1 that it
provided or were provided by any affiliate that directly or indirectly
controls, is controlled by, or is under common control with that firm; or

h has a close business or family relationship with a professional staff of
the Procuring Entity or of the project implementing agency, who:
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4.4

4.5

4.6

4.7

4.8

4.9

4.10

i. are directly or in directly involved in the preparation of the
tendering document or specifications of the contract, and/or the
Tender evaluation process of such contract; or

ii.  Would be involved in the implementation or supervision of such
contract unless the conflicts teeming from such relationship has been
resolved in a manner acceptable to the Procuring Entity throughout
the procurement process and execution of the Contract.

A firm that is a Tenderer (either individually or as a JV member) shall not
participate in more than one tender, except for permitted alternative Tenders.
This includes participation as a subcontractor. Such participation shall result
in the disqualification of all Tenders in which the firm is involved. A firm
that is not a Tenderer or a JV member may participate as a sub-contractor in
more than one Tender.

A Tenderer may have the nationality of any country, subject to the restrictions
pursuantto ITT 4 .9.

A Tenderer that has been sanctioned by PPRA or are under a temporary
suspension or a debarment imposed by any other entity of the Government
of Kenya shall be ineligible to be pre-qualified for, initially selected for,
tender for, propose for, or be awarded a contract during such period of
sanctioning. The list of debarred firms and individuals is available at the
PPRA Website www.ppra.go.ke

Tenderers that are state-owned enterprises or institutions in Kenya may be
eligible to compete and be awarded a Contract(s) only if they can establish
that they: (i) are legally and financially autonomous; (ii) operate under
Commercial law; and (iii) are not under supervision of the Procuring Entity.

Firms and individuals may be ineligible if (a) as a matter of law or official
regulations, Kenya prohibits commercial relations with that country, or (b)
by an act of compliance with a decision of the United Nations Security
Council take under Chapter VI of the Charter of the United Nations, Kenya
prohibits any import of goods or contracting of works or services from that
country, or any payments to any country, person or entity in that country.

A Tenderer shall be deemed to have the nationality of a country if the
Tenderer is constituted, incorporated or registered in and operates in
conformity with the provisions of the laws of that country, as evidenced by
its articles of incorporation (or equivalent documents of constitution or
association) and its registration documents, as the case may be. This
criterion also shall apply to the determination of the nationality of proposed
subcontractors or sub consultants for any part of the Contract including
related Services.

Foreign tenderers are required to source at least forty (40%) percent of their
contract inputs (in supplies, subcontracts and labor) from national suppliers
and contractors. To this end, a foreign tenderer shall provide in its tender
documentary evidence that this requirement is met. Foreign tenderers not
meeting this criterion will be automatically disqualified. Information
required to enable the Procuring Entity determine if this condition is met
shall be provided in for this purpose is be provided in “SECTION III-
EVALUATION AND QUALIFICATION CRITERIA, Item 9.
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412

4.13

4.14

5.1

5.2

6.1

Pursuant to the eligibility requirements of ITT 4.10, a tender is considered a
foreign tenderer, if the tenderer is not registered in Kenya or if the tenderer
is registered in Kenya and has less than 51 percent ownership by Kenyan
citizens. JVs are considered as foreign tenderers if the individual member
firms are not registered in Kenya or if are registered in Kenya and have less
than 51 percent ownership by Kenyan citizens. The JV shall not sub contract
to foreign firms more than 10 percent of the contract price, excluding
provisional sums.

The Competition Act of Kenya requires that firms wishing to tender as Joint
Venture undertakings which may prevent, distort or lessen competition in
provision of services are prohibited unless they are exempt in accordance
with the provisions of Section 25 of the Competition Act, 2010. JVs will be
required to seek for exemption from the Competition Authority. Exemption
shall not be a condition for tender, but it shall be a condition of contract
award and signature. A JV tenderer shall be given opportunity to seek such
exemption as a condition of award and signature of contract. Application for
exemption from the Competition Authority of Kenya may be accessed from
the website www.cak.go.ke

A Tenderer may be considered ineligible if he/she offers goods, works and
production processes with characteristics that have been declared by the
relevant national environmental protection agency or by other competent
authority as harmful to human beings and to the environment shall not be
eligible for procurement.

A Kenyan tenderer shall be eligible to tender if it provides evidence of
having fulfilled his/her tax obligations by producing a valid tax compliance
certificate or tax exemption certificate is sued by the Kenya Revenue
Authority.

Qualification of the Tenderer

All Tenderers shall provide in Section IV, Tendering Forms, a preliminary
description of the proposed work method and schedule, including drawings
and charts, as necessary.

In the event that pre-qualification of Tenderers has been undertaken as stated
in ITT 18.3, the provisions on qualifications of the Section III, Evaluation
and Qualification Criteria shall not apply.

Contents of Tendering Document

Sections of Tendering Document

The tendering document consists of Parts 1, 2, and 3, which include all the

sections indicated below and should be read in conjunction with any
Addenda issued in accordance with ITT 10.

PART 1: Tendering Procedures

i)
i)
i)

Section | - Instructions to Tenderers (ITT)
Section Il - Tender Data Sheet (TDS)

Section |1l - Evaluation and Qualification Criteria
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iv)

Section IV - Tendering Forms

PART 2: Procuring Entity's Requirements

v)

Section V-Procuring Entity's Requirements

PART 3: Contract

Vi)
vii)
viii)

6.2

6.3

6.4

7.1

8.1

8.2

8.3

Section VI - General Conditions of Contract (GCC)
Section VII - Special Conditions of Contract (SCC)
Section VIII - Contract Forms

The Invitation to Tender (ITT) notice or the notice to pre-qualify Tenderers,
as the case may be, issued by the Procuring Entity is not part of this
tendering document.

Unless obtained directly from the Procuring Entity, the Procuring Entity is
not responsible for the completeness of the document, responses to requests
for clarification, the Minutes of the pre-Tender meeting (if any), or Addenda
to the tendering document in accordance with ITT 10. In case of any
contradiction, documents obtained directly from the Procuring Entity shall
prevail.

The Tenderer is expected to examine all instructions, forms, terms, and
specifications in the tendering document and to furnish with its Tender all
information or documentation as is required by the tendering document.

Site Visit

The Tenderer, at the Tenderer's own responsibility and risk, is encouraged to
visit and examine and inspect the Site of the Required Services and its
surroundings and obtain all information that may be necessary for preparing
the Tender and entering in to a contract for the Services. The costs of visiting
the Site shall beat the Tenderer's own expense.

Pre-Tender Meeting

The Procuring Entity shall specify in the TDS if a pre-tender conference will
be held, when and where. The Procuring Entity shall also specify in the TDS
if a pre-arranged pretender site visit will be held and when. The Tenderer's
designated representative is invited to attend a pre-arranged pretender visit
of the site of the works. The purpose of the meeting will be to clarify issues
and to answer questions on any matter that may be raised at that stage.

The Tenderer is requested to submit any questions in writing, to reach the
Procuring Entity not later than the period specified in the TDS before the
meeting.

Minutes of the pre-Tender meeting and the pre-arranged pre tender visit of
the site of the service, if applicable, including the text of the questions asked
by Tenderers and the responses given, together with any responses prepared
after the meeting, will be transmitted promptly to all Tenderers who have
acquired the Tender Documents in accordance with ITT6.3. Minutes shall
not identify the source of the questions asked.
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8.4

9.1

10

10.1

10.2

10.3

The Procuring Entity shall also promptly publish anonymized (no names)
Minutes of the pre-Tender meeting and the pre-arranged pretender visit of
the site of the service at the web page identified in the TDS. Any
modification to the Tender Documents that may become necessary as a result
of the pre-Tender meeting shall be made by the Procuring Entity exclusively
through the issue of an Addendum pursuant to ITT10 and not through the
minutes of the pre-Tender meeting. Nonattendance at the pre-Tender
meeting will not be a cause for disqualification of a Tenderer.

Clarification of Tender Documents

A Tenderer requiring any clarification of the Tender Document shall contact
the Procuring Entity in writing at the Procuring Entity's address specified in
the TDS or raise its enquiries during the pre-Tender meeting and the pre-
arranged pretender visit of the site of the Service if provided for in
accordance with ITT 8.4. The Procuring Entity will respond in writing to
any request for clarification, provided that such request is received no later
than the period specified in the TDS prior to the deadline for submission of
tenders. The Procuring Entity shall forward copies of its response to all
tenderers who have acquired the Tender Documents in accordance with ITT
6.3, including a description of the inquiry but without identifying its source.
If so specified in the TDS, the Procuring Entity shall also promptly publish
its response at the webpage identified in the TDS. Should the clarification
result in changes to the essential elements of the Tender Documents, the
Procuring Entity shall amend the Tender Documents appropriately following
the procedure under ITT 8.4.

Amendment of Tender Documents

At any time prior to the deadline for submission of Tenders, the Procuring
Entity may amend the Tendering document by issuing addenda.

Any addendum issued shall be part of the tendering document and shall be
communicated in writing to all who have obtained the tendering document
from the Procuring Entity in accordance with ITT 6.3. The Procuring Entity
shall also promptly publish the addendum on the Procuring Entity's web
page in accordance with ITT 8.4.

To give prospective Tenderers reasonable time in which to take an addendum
into account in preparing their Tenders, the Procuring Entity shall extend, as
necessary, the deadline for submission of Tenders, in accordance with ITT
24.2 below.

C. Preparation of Tenders

11

111

Cost of Tendering

The Tenderer shall bear all costs associated with the preparation and
submission of its Tender, and the Procuring Entity shall not be responsible or
liable for those costs, regardless of the conduct or outcome of the Tendering
process.
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12 Language of Tender

12.1 The Tender as well as all correspondence and documents relating to the
Tender exchanged by the Tenderer and the Procuring Entity shall be written
in the English language. Supporting documents and printed literature that are
part of the Tender may be in another language provided they are
accompanied by an accurate translation of the relevant passages into the
English language, in which case, for purposes of interpretation of the Tender,
such translation shall govern.

13 Documents Comprising the Tender

13.1 The Tender shall comprise the following:
a Form of Tender prepared in accordance with ITT 14;

b Schedules: priced Activity Schedule completed in accordance with ITT 14 and
ITT 16;

¢ Tender Security or Tender-Securing Declaration in accordance with ITT 21.1;
d Alternative Tender: if permissible in accordance with ITT 15;

e Authorization: written confirmation authorizing the signatory of the
Tender to commit the Tenderer, in accordance with ITT 22.3;

f  Qualifications: documentary evidence in accordance with ITT 19
establishing the Tenderer's qualifications to perform the Contract if its
Tender is accepted:;

g Tenderer's Eligibility: documentary evidence in accordance with ITT
19 establishing the Tenderer's eligibility to Tender;

h  Conformity: documentary evidence in accordance with ITT 18, that the
Services conform to the tendering document; and

i Any other document required in the TDS.

The Tenderer shall chronologically serialize pages of all tender documents
submitted.

13.2 In addition to the requirements under ITT 13.1, Tenders submitted by a JV
shall include a copy of the Joint Venture Agreement entered into by all
members. Alternatively, a Form of intent to execute a Joint Venture
Agreement in the event of a successful Tender shall be signed by all
members and submitted with the Tender, together with a copy of the
proposed Agreement.

13.3 The Tenderer shall furnish in the Form of Tender information on commissions and
gratuities, if any, paid or to be paid to agents or any other party relating to this Tender.

14 Form of Tender and Activity Schedule

14.1 The Form of Tender and priced Activity Schedule shall be prepared using the
relevant forms furnished in Section IV, Tendering Forms. The forms must be
completed without any alterations to the text, and no substitutes shall be
accepted except as provided under ITT 22.3. All blank spaces shall be filled
in with the information requested.
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14.2 The Tenderer shall furnish in the Form of Tender information on
commissions and gratuities, if any, paid or to be paid to agents or any other
party relating to this Tender.

15  Alternative Tenders

15.1 Unless otherwise indicated in the TDS, alternative Tenders shall not be
considered. If alternatives are permitted, only the technical alternatives, if
any, of the Best Evaluated Tender shall be considered by the Procuring
Entity.

15.2 When alternative times for completion are explicitly invited, a statement to
that effect will be included in the TDS and the method of evaluating
different time schedules will be described in Section Ill, Evaluation and
Qualification Criteria.

15.3 When specified in the TDS, Tenderers a reemitted to submit alternative
technical solutions for specified parts of the Services, and such parts will be
identified in the TDS, as will the method for their evaluating, and described
in Section VII, Procuring Entity's Requirements.

16. Tender Prices and Discounts

16.1 The prices and discounts (including any price reduction) quoted by the
Tenderer in the Form of Tender and in the Activity Schedule (s) shall
conform to the requirements specified below.

16.2 All lots (contracts) and items must be listed and priced separately in the Activity
Schedule(s).

16.3 The Contract shall be for the Services, as described in Appendix A to the
Contract and in the Specifications (or Terms of Reference), based on the
priced Activity Schedule, sub mitted by the Tenderer.

16.4 The Tenderer shall quote any discounts and indicate the methodology for
their application in the Form of Tender in accordance with ITT 16.1.

16.5 The Tenderer shall fill in rates and prices for all items of the Services
described in the in Specifications (or Terms of Reference), and listed in the
Activity Schedule in Section VII, Procuring Entity's Requirements. Items for
which no rate or price is entered by the Tenderer will not be paid for by the
Procuring Entity when executed and shall be deemed covered by the other
rates and prices in the Activity Schedule.

16.6 All duties, taxes, and other levies payable by the Service Provider under the
Contract, or for any other cause, as of the date 30 days prior to the deadline
for submission of Tenders, shall be included in the total Tender price
submitted by the Tenderer.

16.7 If provided for in the TDS, the rates and prices quoted by the Tenderer shall
be subject to adjustment during the performance of the Contract in
accordance with and the provisions of Clause 6.6 of the General Conditions
of Contract and / or Special Conditions of Contract. The Tenderer shall
submit with the Tender all the information required under the Special
Conditions of Contract and of the General Conditions of Contract.
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16.8 For the purpose of determining the remuneration due for additional Services,
a breakdown of the lump-sum price shall be provided by the Tenderer in the
form of Appendices D and E to the Contract.

17  Currencies of Tender and Payment
17.1 The currency of the Tender and the currency of payments shall be Kenya Shillings.
18  Documents Establishing Conformity of Services

18.1 To establish the conformity of the Non-Consulting Services to the tendering
document, the Tenderer shall furnish as part of its Tender the documentary
evidence that Services provided conform to the technical specifications and
standards specified in Section VII, Procuring Entity's Requirements.
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18.2

18.3

18.4

18.4

18.6

18.7

18.8

Standards for provision of the Non-Consulting Services are intended to be
descriptive only and not restrictive. The Tenderer may offer other standards
of quality provided that it demonstrates, to the Procuring Entity's
satisfaction, that the substitutions ensure substantial equivalence or are
superior to those specified in the Section VII, Procuring Entity's
Requirements.

Tender to provide, as part of the data for qualification, such information,
including details of ownership, as shall be required to determine whether,
according to the classification established by the Procuring Entity, a Service
provider or group of service providers. qualifies for a margin of preference.
Further the information will enable the Procuring Entity identify any actual
or potential conflict of interest in relation to the procurement and/or contract
management processes, or a possibility of collusion between tenderers, and
thereby help to prevent any corrupt influence in relation to the procurement
processor contract management.

The purpose of the information described in ITT 18.3 above, overrides any
claims to confidentiality which a tenderer may have. There can be no
circumstances in which it would be justified for a tenderer to keep
information relating to its ownership and control confidential where it is
tendering to undertake public sector work and receive public sector funds.
Thus, confidentiality will not be accepted by the Procuring Entity as a
justification for a Tenderer's failure to disclose, or failure to provide required
information on its ownership and control.

The Tenderer shall provide further documentary proof, information or
authorizations that the Procuring Entity may request in relation to ownership
and control which information on any changes to the information which was
provided by the tenderer under ITT18.3. The obligations to require this
information shall continue for the duration of the procurement process and
contract performance and after completion of the contract, if any change to
the information previously provided may reveal a conflict of interest in
relation to the award or management of the contract.

All information provided by the tenderer pursuant to these requirements must
be complete, current and accurate as at the date of provision to the Procuring
Entity. In submitting the information required pursuant to these requirements,
the Tenderer shall warrant that the information submitted is complete,
current and accurate as at the date of submission to the Procuring Entity.

If a tenderer fails to submit the information required by these requirements,
its tenderer will be rejected. Similarly, if the Procuring Entity is unable, after
taking reasonable steps, to verify to a reasonable degree the information
submitted by a tenderer pursuant to these requirements, then the tender will
be rejected.

If information submitted by a tenderer pursuant to these requirements, or
obtained by the Procuring Entity (whether through its own enquiries, through
notification by the public or otherwise), shows any conflict of interest which
could materially and improperly benefit the tenderer in relation to the
procurement or contract management process, then:
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i)  If the procurement process is still on going, the tenderer will be disqualified from
the procurement process,

ii) if the contract has been awarded to that tenderer, the contract award will
be set aside, pending the outcome of (iii),

iii) The tenderer will be referred to the relevant law enforcement authorities
for investigation of whether the tenderer or any other persons have
committed any criminal offence.

18.9 If a tenderer submits information pursuant to these requirements that is in
complete, inaccurate or out-of-date, or attempts to obstruct the verification
process, then the consequences ITT 18.9 will ensue unless the tenderer can
show to the reasonable satisfaction of the Procuring Entity that any such act
was not material, or was due to genuine err or which was not attributable to
the intentional act, negligence or recklessness of the tenderer.

19 Documents Establishing the Eligibility and Qualifications of the Tenderer

19.1 To establish Tenderer's their eligibility in accordance with ITT4, Tenderers
shall complete the Form of Tender, included in Section IV, Tendering Forms.

19.2 The documentary evidence of the Tenderer's qualification stopper form the
Contract if its Tender is accepted shall establish to the Procuring Entity's
satisfaction that the Tenderer meets each of the qualification criterion specified
in Section III, Evaluation and Qualification Criteria.

19.3 All Tenderers shall provide in Section IV, Tendering Forms, a preliminary
description of the proposed methodology, work plan and schedule.

19.4 In the event that pre-qualification of Tenderers has been undertaken, only
Tenders from prequalified Tenderers shall be considered for award of
Contract. These qualified Tenderers should submit with their Tenders any
information updating their original pre-qualification applications ofr,
alternatively, confirm in their Tenders that the originally submitted pre-
qualification information remains essentially correct as of the date of Tender
submission.

19.5 If pre-qualification has not taken place before Tendering, the qualification
criteria for the Tenderers are specified- in Section Ill, Evaluation and
Qualification Criteria.

20  Period of Validity of Tenders

20.1 Tenders shall remain valid for the Tender Validity period specified in the
TDS. The Tender Validity period starts from the date fixed for the Tender
submission deadline date (as prescribed by the Procuring Entity in
accordance with ITT 24.1). A Tender valid for a shorter period shall be
rejected by the Procuring Entity as non-responsive.

20.2 In exceptional circumstances, prior to the expiration of the Tender validity
period, the Procuring Entity may request Tenderers to extend the period of
validity of their Tenders. The request and the responses shall be made in
writing. If a Tender Security is requested in accordance with ITT20, it shall
also be extended for a corresponding period. A Tenderer may refuse the
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request without forfeiting its Tender Security. A Tenderer granting the
request shall not be required or permitted to modify its Tender.

21  Tender Security

21.1 The Tenderer shall furnish as part of its Tender, either a Tender-Securing
Declaration or a Tender security, as specified in the TDS, in original form
and, in the case of a Tender Security, in the amount and currency specified in
the TDS.

21.2 A Tender Securing Declaration shall use the form included in Section IV,
Tendering Forms.

21.3 If a Tender Security is specified pursuant to ITT 21.1, from a reputable
source, and an eligible country and shall be in any of the following forms at
the Tenderer's option:

i) cash;
i)  abank guarantee;

iii) aguarantee by an insurance company registered and licensed by the
Insurance Regulatory Authority listed by the Authority; or

iv)  a guarantee issued by a financial institution approved and licensed by the Central
Bank of Kenya,

21.4 If a Tender Security is specified pursuant to ITT 20.1, any Tender not
accompanied by a substantially responsive Tender Security shall be rejected
by the Procuring Entity as non-responsive.

21.5 If a Tender Security is specified pursuant to ITT 21.1, the Tender Security of
unsuccessful Tenderers shall be returned as promptly as possible upon the
successful Tenderer's signing the contract and furnishing the Performance
Security pursuant to ITT 46. The Procuring Entity shall also promptly return
the tender security to the tenderers where the procurement proceedings are
terminated, all tenders were determined non-responsive or a bidder declines
to extend tender validity period.

21.6 The Tender Security of the successful Tenderer shall be returned as promptly
as possible once the successful Tenderer has signed the Contract and
furnished the required Performance Security.

21.7 The Tender Security may be forfeited or the Tender-Securing Declaration
executed:

a. If a Tenderer withdraw sits Tender during the period of Tender validity
specified by the Tenderer in the Form of Tender, or any extension there
to provide by the Tenderer; or

b. if the successful Tenderer fails to:
c. sign the Contract in accordance with ITT 46; or
d. Furnish a performance security in accordance with ITT 47.

21.8 Where tender securing declaration is executed, the Procuring Entity shall
recommend to the PPRA that PPRA debars the Tenderer from participating in
public procurement as provided in the law.
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21.9 The Tender Security or Tender-Securing Declaration of a JV must be in the
name of the JV that submits the Tender. If the JV has not been legally
constituted into a legally enforceable JV at the time of Tendering, the Tender
security or Tender-Securing Declaration shall be in the names of all future
members as named in the Form of intent referred to in ITT 4.1 and ITT 13.2.

21.10A tenderer shall not issue a tender security to guarantee itself.
22 Format and Signing of Tender

22.1 The Tenderer shall prepare one original of the documents comprising the
Tender as described in ITT 13, bound with the volume containing the Form of
Tender, and clearly marked “Original. “In addition, the Tenderer shall submit
copies of the Tender, in the number specified in the TDS, and clearly marked
as “Copies. “In the event of discrepancy between them, the original shall
prevail.

22.2 Tenderers shall mark as “CONFIDENTIAL “information in their Tenders
which is confidential to their business. This may include proprietary
information, trade secrets, or commercial or financially sensitive information.

22.3 The original and all copies of the Tender shall be typed or written in indelible
ink and shall be signed by a person or persons duly authorized to sign on
behalf of the Tenderer. This authorization shall consist of a written
confirmation as specified in the TDS and shall be attached to the Tender. The
name and position held by each person signing the authorization must be
typed or printed below the signature. All pages of the Tender where entries or
amendments have been made shall be signed or initialed by the person
signing the Tender.

22.4 In case the Tenderer is a JV, the Tender shall be signed by an authorized
representative of the JV on behalf of the JV, and so as to be legally binding on
all the members as evidenced by a power of attorney signed by their legally
authorized representatives.

22.5 Any inter-lineation, erasures, or overwriting shall be valid only if they are
signed or initialed by the person signing the Tender.

D. Submission and Opening of Tenders
23 Sealing and Marking of Tenders

23.1 Depending on the sizes or quantities or weight of the tender
documents, a tenderer may use an envelope, package or container.
The Tenderer shall deliver the Tender in a single sealed envelope,
or in a single sealed package, or in a single sealed container
bearing the name and Reference number of the Tender, addressed
to the Procuring Entity and a warning not to open before the time
and date for Tender opening date. Within the single envelope,
package or container, the Tenderer shall place the following
separate, sealed envelopes:

a. inanenvelope or package or container marked “ORIGINAL”, all
documents comprising the Tender, as described in ITT13; and
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b. in an envelope or package or container marked “COPIES”, all required copies of
the Tender; and

c. if alternative Tenders are permitted in accordance with ITT15, and if relevant:

i. in an envelope or package or container marked “ORIGINAL-
ALTERNATIVE TENDER”,

the alternative Tender; and

ii. in the envelope or package or container marked “COPIES-
ALTERNATIVE TENDER?, all required copies of the alternative
Tender.

The inner envelopes or packages or containers shall:
a) Bear the name and address of the Procuring Entity.
b) Bear the name and address of the Tenderer; and

c) Bear the name and Reference number of the Tender.

23.2 If an envelope or package or container is not sealed and marked as required,
the Procuring Entity will assume no responsibility for the misplacement or
premature opening of the Tender. Tenders misplaced or opened prematurely
will not be accepted.

24  Deadline for Submission of Tenders

24.1 Tenders must be received by the Procuring Entity at the address and no later
than the date and time specified in the TDS. When so specified in the TDS,
Tenderers shall have the option of submitting their Tenders electronically.
Tenderers submitting Tenders electronically shall follow the electronic
Tender submission procedures specified in the TDS.

24.2 The Procuring Entity may, at its discretion, extend the deadline for the
submission of Tenders by amending the tendering document in accordance
with ITT9, in which case all rights and obligations of the Procuring Entity
and Tenderers previously subject to the deadline shall thereafter be subject to
the deadline as extended.

25 Late Tenders

25.1 The Procuring Entity shall not consider any Tender that arrives after the dead
line for submission of Tenders, in accordance with ITT 24. Any Tender
received by the Procuring Entity after the deadline for submission of Tenders
shall be declared late, rejected, and returned un opened to the Tenderer.

26 Withdrawal, Substitution and Modification of Tenders

26.1 A Tenderer may withdraw, substitute, or modify its Tender after it has been
submitted by sending a written notice, duly signed by a n authorized
representative, and shall include a copy of the authorization (the power of
attorney) in accordance with ITT 21.3, (except that withdrawal notices do not
require copies). The corresponding substitution or modification of the Tender
must accompany the respective written notice. All notices must be:
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a) Prepared and submitted in accordance with ITT 21 and ITT 22 (except
that withdrawal notices do not require copies), and in addition, the
respective envelopes shall be clearly marked “WITHDRAWAL,”
“SUBSTITUTION,” or “MODIFICATION;” and

b) Received by the Procuring Entity prior to the deadline prescribed for
submission of Tenders, in accordance with ITT 23.

26.2 Tenders requested to be withdrawn in accordance with ITT 25.1 shall be returned
unopened to the Tenderers.

26.3 No Tender may be withdrawn, substituted, or modified in the interval
between the deadline for submission of Tenders and the expiration of the
period of Tender validity specified by the Tenderer on the Form of Tender or
any extension thereof.

27  Tender Opening

27.1 Except as in the cases specified in ITT 23 and ITT 25.2, the Procuring Entity
shall, at the Tender opening, publicly open and read out all Tenders received
by the deadline at the date, time and place specified in the TDS in the
presence of Tenderers' designated representatives and anyone who choose to
attend. Any specific electronic Tender opening procedures required if
electronic tendering is permitted in accordance with ITT 23.1 shall be as
specified in the TDS.

27.2 First, envelopes marked “WITHDRAWAL” shall be opened and read out and
the envelope with the corresponding Tender shall not be opened, but returned
to the Tenderer. If the withdrawal envelope does not contain a copy of the
“power of attorney” confirming the signature as a person duly authorized to
sign on behalf of the Tenderer, the corresponding Tender will be opened. No
Tender withdrawal shall be permitted unless the corresponding withdrawal
notice contains a valid authorization to request the withdrawal and is read out
at Tender opening.

27.3 Next, envelopes marked “SUBSTITUTION” shall be opened and read out
and exchanged with the corresponding Tender being substituted, and the
substituted Tender shall not be opened, but returned to the Tenderer. No
Tender substitution shall be permitted unless the corresponding substitution
notice contains a valid authorization to request the substitution and is read out
at Tender opening.

27.4 Next, envelopes marked “MODIFICATION” shall be opened and read out
with the corresponding Tender. No Tender modification shall be permitted
unless the corresponding modification notice contains a valid authorization to
request the modification and is read out at Tender opening.

27.5 Next, all remaining envelopes shall be opened one at a time, reading out: the
name of the Tenderer and whether there is a modification; the total Tender
Prices, per lot (contract) if applicable, including any discounts and alternative
Tenders; the presence or absence of a Tender Security or Tender-Securing
Declaration, if required; and any other details as the Procuring Entity may
consider appropriate.
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27.6 Only Tenders, alternative Tenders and discounts that are opened and read out
at Tender opening shall be considered further. The Form of Tender and the
priced Activity Schedule are to be initialed by representatives of the
Procuring Entity attending Tender opening in the manner specified in the
TDS.

27.7 The Procuring Entity shall neither discuss the merits of any Tender nor reject
any Tender (except for late Tenders, in accordance with ITT25.1).

27.8 The Procuring Entity shall prepare are cord of the Tender opening that shall include, as
a minimum:

a) The name of the Tenderer and whether there is a withdrawal, substitution, or
modification;

b) The Tender Price, per lot (contract) if applicable, including any discounts; and
¢) any alternative Tenders;

d) The presence or absence of a Tender Security or Tender-Securing Declaration, if
one was required.

e) Number of pages of each tender document submitted

27.9 The Tenderers' representatives who a rep resent shall be requested to sign the
record. The omission of a Tenderer's signature on the record shall not
invalidate the contents and effect of the record. A copy of the tender opening
register shall be distributed to Tenderer upon request.

E. Evaluation and Comparison of Tenders
28 Confidentiality

28.1 Information relating to the evaluation of Tenders and recommendation of
contract award, shall not be disclosed to Tenderers or any other persons not
officially concerned with the Tendering process until information on the
Intention to Award the Contract is transmitted to all Tenderers in accordance
with ITT 42.

28.2 Any effort by a Tenderer to influence the Procuring Entity in the evaluation
or contract award decisions may result in the rejection of its Tender.

28.3 Notwithstanding ITT 28.2, from the time of Tender opening to the time of
Contract Award, if any Tenderer wishes to contact the Procuring Entity on
any matter related to the Tendering process, it should do so in writing.

29 Clarification of Tenders

29.1 To assist in the examination, evaluation, and comparison of Tenders, and
qualification of the Tenderers, the Procuring Entity may, at the Procuring
Entity's discretion, ask any tenderer for clarification of its Tender including
break downs of the prices in the Activity Schedule, and other information that
the Procuring Entity may require. Any clarification submitted by a Tenderer
in respect to its Tender and that is not in response to a request by the
Procuring Entity shall not be considered. The Procuring Entity's request for
clarification and the response shall be in writing. No change, including any
voluntary increase or decrease, in the prices or substance of the Tender shall
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29.2

30

30.1

31

31.1

31.2

31.3

31.4

31.5

31.6

be sought, offered, or permitted, except to confirm the correction of
arithmetic errors discovered by the Procuring Entity in the evaluation of the
Tenders, in accordance with ITT32.

If a Tenderer does not provide clarifications of its Tender by the date and time
set in the Procuring Entity's request for clarification, its Tender may be
rejected.

Deviations, Reservations, and Omissions

During the evaluation of Tenders, the following definitions apply:

a) “Deviation” is a departure from the requirements specified in the tendering
document;

b) “Reservation” is the setting of limiting conditions or withholding from
complete acceptance of the requirements specified in the tendering
document; and

€) “Omission” is the failure to submit part or all of the information or
documentation required in the tendering document.

Determination of Responsiveness

The Procuring Entity's determination of a Tender's responsiveness is to be
based on the contents of the Tender itself, as defined in ITT 12.

A substantially responsive Tender is one that meets the requirements of the
tendering document without material deviation, reservation, or omission. A
material deviation, reservation, or omission is one that:

a) If accepted, would:

i. affect in any substantial way the scope, quality, or performance of
the Non-Consulting Services specified in the Contract; or

ii. limit in any substantial way, inconsistent with the tendering
document, the Procuring Entity's rights or the Tenderer's
obligations under the Contract; or

b) if rectified, would unfairly affect the competitive position of other
Tenderers presenting substantially responsive Tenders.

The Procuring Entity shall examine the technical aspects of the Tender
submitted in accordance with ITT 18and ITT 19, in particular, to confirm that
all requirements of Section VII, Procuring Entity's Requirements have been
met without any material deviation or reservation, or omission.

If a Tender is not substantially responsive to the requirements of tendering
document, it shall be rejected by the Procuring Entity and may not
subsequently be made responsive by correction of the material deviation,
reservation, or omission.

Provided that a Tender is substantially responsive, the Procuring Entity may
waive any non-conformity in the Tender.

Provided that a Tender is substantially responsive, the Procuring Entity may
request that the Tenderer submit the necessary information or documentation,
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31.7

32

321

32.2

32.3

33

33.1

34

34.1

34.2

within a reasonable period of time, to rectify nonmaterial non- conformities
or omissions in the Tender related to documentation requirements.
Requesting information or documentation on such non-conformities shall not
be related to any aspect of the price of the Tender. Failure of the Tenderer to
comply with the request may result in the rejection of its Tender.

Provided that a Tender is substantially responsive, the Procuring Entity shall
rectify quantifiable nonmaterial non-conformities related to the Tender Price.
To this effect, the Tender Price shall be adjusted, for comparison purposes
only, to reflect the price of a missing or non-conforming item or component
in the manner specified in the TDS.

Arithmetical Errors

The tender sum as submitted and read out during the tender opening shall be
absolute and final and shall not be the subject of correction, adjustment or
amendment in any way by any person or entity.

Provided that the Tender is substantially responsive, the Procuring Entity
shall handle errors on the following basis:

a)

b)

c)

Tenderers shall be notified of any error detected in their bid during the notification of a

Any error detected if considered a major deviation that affects the
substance of the tender, shall lead to disqualification of the tender as non-
responsive.

Any errors in the submitted tender arising from a miscalculation of unit
price, quantity, subtotal and total bid price shall be considered as a major
deviation that affects the substance of the tender and shall lead to
disqualification of the tender as non-responsive .and

If there is a discrepancy between words and figures, the amount in words shall
prevail

ward.

Conversion to Single Currency

For evaluation and comparison purposes, the currency (ies) of the Tender
shall be converted into a single currency as specified in the TDS.

Margin of Preference and Reservations

Margin of preference on local service providers may be allowed if it is
deemed that the services require participation of foreign tenderers. If so
allowed, it will be indicated in the TDS.

Where it is intended to reserve the contract to specific groups under Small
and Medium Enterprises, or enterprise of women, youth and /or persons
living with disability, who are appropriately registered as such by the
authority to be specified in the TDS, a procuring entity shall ensure that the
invitation to tender specifically indicates that only businesses/firms belonging
to the specified group are eligible to tender as specified in the TDS.
Otherwise, if not so stated, the invitation will be open to all tenderers.
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35 Evaluation of Tenders

35.1 The Procuring Entity shall use the criteria and methodologies listed in this
ITT and Section III, Evaluation and Qualification Criteria. No other
evaluation criteria or methodologies shall be permitted. By applying the
criteria and methodologies, the Procuring Entity shall determine the Best
Evaluated Tender. This is the Tender of the Tenderer that meets the
qualification criteria and whose Tender has been determined to be:

a) Substantially responsive to the tendering document; and
b) The lowest evaluated cost.

35.2 In evaluating the Tenders, the Procuring Entity will determine for each
Tender the evaluated Tender cost by adjusting the Tender price as follows:

a) Price adjustment due to discounts offered in accordance with ITT 16.4;

b) price adjustment due to quantifiable non material non-conformities in accordance
with ITT 31.3;

c) converting the amount resulting from applying (a) and (b) above, if
relevant, to a single currency in accordance withlITT33; and

d) any additional evaluation factors specified in the TDS and Section IlI,
Evaluation and Qualification Criteria.

35.3 The estimated effect of the price adjustment provisions of the Conditions of
Contract, applied over the period of execution of the Contract, shall not be
considered in Tender evaluation.

35.4 In the case of multiple contracts or lots, Tenderers are allowed to tender for
one or more lots and the methodology to determine the lowest evaluated cost
of the lot (contract) and for combinations, including any discounts offered in
the Form of Tender, is specified in Section III, Evaluation and Qualification
Criteria. For one or more lots (contracts). Each lot or contract will be
evaluated in accordance with ITT

35.5. The methodology to determine the lowest evaluated tenderer or tenderers
based one lot (contract) or based on a combination of lots (contracts), will be
specified in Section III, Evaluation and Qualification Criteria. In the case of
multiple lots or contracts, tenderer will be will be required to prepare the
Eligibility and Qualification Criteria Form for each Lot.

36  Comparison of Tenders

36.1 The Procuring Entity shall compare the evaluated costs of all substantially
responsive Tenders established in accordance with ITT 35.2 to determine the
Tender that has the lowest evaluated cost.

37  Abnormally Low Tenders and Abnormally High Tenders Abnormally Low
Tenders

37.1 An Abnormally Low Tender is one where the Tender price, in combination
with other elements of the Tender, appears so low that it raises material
concerns as to the capability of the Tenderer in regards to the Tenderer's
ability to perform the Contract for the offered Tender Price.
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37.2

37.3

37.4

37.5

37.6

38

38.1

38.2

In the event of identification of a potentially Abnormally Low Tender, the
Procuring Entity shall seek written clarifications from the Tenderer, including
detailed price analyses of its Tender price in relation to the subject matter of
the contract, scope, proposed methodology, schedule, allocation of risks and
responsibilities and any other requirements of the Tender document.

After evaluation of the price analyses, in the event that the Procuring Entity
determines that the Tenderer has failed to demonstrate its capability to
perform the Contract for the offered Tender Price, the Procuring Entity shall
reject the Tender.

Abnormally High Tenders

An abnormally high price is one where the tender price, in combination with
other constituent elements of the Tender, appears unreasonably too high to the
extent that the Procuring Entity is concerned that it (the Procuring Entity)
may not be getting value for money or it may be paying too high a price for
the contract compared with market prices or that genuine competition
between Tenderers is compromised.

In case of an abnormally high price, the Procuring Entity shall make a survey
of the market prices, check if the estimated cost of the contract is correct and
review the Tender Documents to check if he specifications, scope of work and
conditions of contract are contributory to the abnormally high tenders. The
Procuring Entity may also seek written clarification from the tenderer on the
reason for the high tender price. The Procuring Entity shall proceed as
follows:

i) If the tender price is abnormally high based on wrong estimated cost of
the contract, the Procuring Entity may accept or not accept the tender
depending on the Procuring Entity's budget considerations.

ii) If specifications, scope of work and/or conditions of contract are
contributory to the abnormally high tender prices, the Procuring Entity
shall reject all tenders and may retender for the contract based on
revised estimates, specifications, scope of work and conditions of
contract, as the case maybe.

If the Procuring Entity determines that the Tender Price is abnormally too
high because genuine competition between tenderers is compromised (often
due to collusion, corruption or other manipulations), the Procuring Entity
shall reject all Tenders and shall institute or cause competent Government
Agencies to institute an investigation on the cause of the compromise, before
retendering.

Unbalanced and/or Front-Loaded Tenders

If in the Procuring Entity's opinion, the Tender that is evaluated as the lowest
evaluated price is seriously unbalanced and/or front loaded, the Procuring
Entity may require the Tenderer to provide written clarifications.
Clarifications may include detailed price analyses to demonstrate the
consistency of the tender prices with the scope of works, proposed
methodology, schedule and any other requirements of the Tender document.

After the evaluation of the information and detailed price analyses presented
by the Tenderer, the Procuring Entity may as appropriate:
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39

39.1

39.2

39.3

40

40.1

43

43.1

42

42.1

a) Accept the Tender; or

b) require that the total amount of the Performance Security be increased at
the expense of the Tenderer to a level not exceeding 10% of the Contract
Price; or

c) agree on a payment mode that eliminates the inherent risk of the
Procuring Entity paying too much for undelivered works; or

d) Reject the Tender.
Qualification of the Tenderer

The Procuring Entity shall determine to its satisfaction whether the Tenderer
that is selected as having submitted the lowest evaluated cost and
substantially responsive Tender is eligible and meets the qualifying criteria
specified in Section III, Evaluation and Qualification Criteria.

The determination shall be based upon an examination of the documentary
evidence of the Tenderer's qualifications submitted by the Tenderer, pursuant
to ITT 18. The determination shall not take into consideration the
qualifications of other firms such as the Tenderer's subsidiaries, parent
entities, affiliates, subcontractors or any other firm(s) different from the
Tenderer that submitted the Tender.

An affirmative determination shall be a prerequisite for award of the Contract
to the Tenderer. A negative determination shall result in disqualification of the
Tender, in which event the Procuring Entity shall proceed to the Tenderer who
offers a substantially responsive Tender with the next lowest evaluated cost to
make a similar determination of that Tenderer's qualifications to perform
satisfactorily.

Procuring Entity's Right to Accept Any Tender, and to Reject Any or All Tenders

The Procuring Entity reserves the right to accept or reject any Tender, and to
annul the Tendering process and reject all Tenders at any time prior to
Contract Award, without there by incurring any liability to Tenderers. In case
of annulment, all Tenders submitted and specifically, Tender securities, shall
be promptly returned to the Tenderers.

Award of Contract
Award Criteria

The Procuring Entity shall award the Contract to the successful tenderer
whose tender has been determined to be the Lowest Evaluated Tender.

Notice of Intention to enter in to a Contract

Upon award of the contract and Prior to the expiry of the Tender Validity
Period the Procuring Entity shall issue a Notification of Intention to Enter into
a_Contract/Notification of a ward to all tenderers which shall contain, at a
minimum, the following information:

a) The name and address of the Tenderer submitting the successful tender;

b) The Contract price of the successful tender;
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c) a statement of the reason(s) the tender of the unsuccessful tenderer to
whom the letter is addressed was unsuccessful, unless the price
information in(c) above already reveals the reason;

d) the expiry date of the Stand still Period; and

e) instructions on how to request a debriefing and/or submit a complaint during the

stand still period;
43  Stand still Period

43.1 The Contract shall not be signed earlier than the expiry of a Standstill Period
of 14 days to allow any dissatisfied tender to launch a complaint. Where only
one Tender is submitted, the Standstill Period shall not apply.

43.2 Where a Standstill Period applies, it shall commence when the Procuring
Entity has transmitted to each Tenderer the Notification of Intention to Enter
in to a Contract with the successful Tenderer.

44 Debriefing by the Procuring Entity

44.1 On receipt of the Procuring Entity's Notification of Intention to Enter into a
Contract referred to in ITT 42, an unsuccessful tenderer may make a written
request to the Procuring Entity for a debriefing on specific issues or concerns
regarding their tender. The Procuring Entity shall provide the debriefing with
in five days of receipt of the request.

44.2 Debriefings of unsuccessful Tenderers may be done in writing or verbally.
The Tenderer shall bear its own costs of attending such a debriefing meeting.

45  Letter of Award

Prior to the expiry of the Tender Validity Period and upon expiry of the
Standstill Period specified in ITT 43.1, upon addressing a complaint that has
been filed within the Standstill Period, the Procuring Entity shall transmit the
Letter of Award to the successful Tenderer. The letter of award shall request
the successful tenderer to furnish the Performance Security within 21 days of
the date of the letter.

46  Signing of Contract

46.1 Upon the expiry of the fourteen days of the Notification of Intention to enter
into contract and upon the parties meeting their respective statutory
requirements, the Procuring Entity shall send the successful Tenderer the
Contract Agreement.

46.2 Within fourteen (14) days of receipt of the Contract Agreement, the
successful Tenderer shall sign, date, and return it to the Procuring Entity.

46.3 The written contract shall be entered into within the period specified in the
notification of award and before expiry of the tender validity period

47  Performance Security

47.1 Within twenty-one (21) days of the receipt of the Form of Acceptance from
the Procuring Entity, the successful Tenderer, if required, shall furnish the
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Performance Security in accordance with the GCC 3.9, using for that purpose
the Performance Security Form included in Section VIII, Contract Forms, or
another Form acceptable to the Procuring Entity. If the Performance Security
furnished by the successful Tenderer is in the form of a bond, it shall be
issued by a bonding or insurance company that has been determined by the
successful Tenderer to be acceptable to the Procuring Entity. A foreign
institution providing a bond shall have a correspondent financial institution
located in Kenya, unless the Procuring Entity has agreed in writing that a
correspondent financial institution is not required.

47.2 Failure of the successful Tenderer to submit the above-mentioned
Performance Security or sign the Contract shall constitute sufficient grounds
for the annulment of the award and forfeiture of the Tender Security. In that
event the Procuring Entity may award the Contract to the Tenderer offering
the next Best Evaluated Tender.

48  Publication of Procurement Contract

48.1 Within fourteen days after signing the contract, the Procuring Entity shall
publish the awarded contract at its notice boards and websites; and on the
Website of the Authority. At the minimum, the notice shall contain the
following information:

a) Name and address of the Procuring Entity;

b) Name and reference number of the contract being awarded, a summary
of its scope and the selection method used,

c) The name of the successful Tenderer, the final total contract price, the contract
duration.

d) Dates of signature, commencement and completion of contract;

e) Names of all Tenderers that submitted Tenders, and their Tender prices as read
out at Tender opening.

49  Adjudicator

49.1 The Procuring Entity proposes the person named in the TDS to be appointed
as adjudicator or under the Contract, at an hourly fee specified in the TDS,
plus reimbursable expenses. If the Tenderer disagrees with this Tender, the
Tenderer should so state in the Tender. If, in the Form of Acceptance, the
Procuring Entity has not agreed on the appointment of the Adjudicator, the
Adjudicator shall be appointed by the Appointing Authority designated in the
Special Conditions of Contract at the request of either party.

50 Procurement Related Complaints and Administrative Review

50.1 The procedures for making a Procurement-related Complaint are as specified in the
TDS.

50.2 A request for administrative review shall be made in the form provided under contract
forms.
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SECTION Il - TENDER DATA SHEET (TDS)

The following specific data for the Non-Consulting Services to be procured shall
complement, supplement, or amend the provisions in the Instructions to Tenderers
(ITT).Whenever there is a conflict, the provisions here in shall prevail over those in
ITT.

ITT PARTICULARS OF APPENDIX TO INSTRUCTIONS TO TENDERS
Reference
A. General
ITT1.1 The Tender reference number (ITT) is SDE&CC/KMD/OT/003/2023-2024.
The Procuring Entity is State Department for Environment and Climate Change.
The name of the ITT is: Provision of WAN Internet Services in Kenya Meteorological
(KMD) Headquarters, Institute of Meteorological Training & Research (IMTR) and
(KMD) Qutstations
ITT 2.1(a) Electronic Procurement system State Department for Environment and Climate Change
shall use electronic procurement system to manage this tendering process via email address
and website: www.environment.go.ke; www.tenders.go.ke; The electronic procurement
system shall be used to manage the following aspects of the tendering process: distribution
of tender document, communication, clarification of issues.
ITT 2.2 The Intended Completion Date (contract Period) is three(3) years from the date of signing
the contract
ITT 33 No Information to any unfair competitive advantage over competing firms.
ITT 4.1 Joint venture not allowed.
B. Contents of Tendering Document
ITT 8.1 Pre-bidding shall not be done
ITT 8.2 Bidder to write in email provided any inquiries to reach Procuring entity not later than Seven
' (7) days to closure of the tender- Latest — close of business
Procuring entity shall publish its response at the website https://www.Procuring
entity.org/components/tenders/tenders.html
C. Preparation of Tenders
ITT 13.1 (i) Tenderer shall submit documents required in the evaluation criteria specified in the document
ITT 16.7 The prices quoted by the tenderer shall not be subjected to adjustments during the
performance of the contract
ITT 20.1 The tender validity period shall be 180 days.
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ITT
Reference

PARTICULARS OF APPENDIX TO INSTRUCTIONS TO TENDERS

ITT 21.1

The Tenderer shall furnish as part of its Tender security, as specified in the TDS, in
original form and, in the case of a Tender Security, in the amount and currency
specified in the TDS.

ITT 22.1

In addition to the original of the tender, the number of copies is one (1 No.)

ITT 22.3

Written confirmation of authorization to sign on behalf of the tenderer shall be in form of
Power of attorney witnessed by Commissioner of Oaths

D. Submission and Opening of Tenders

ITT 24.1

For Submission purposes only:

The Principal Secretary

State Department for Environment & Climate Change
P. O. Box 30126-00100,

Nairobi

The Tender Closing Date shall be on Wednesday, 6" December, 2023 at 10.00 Am East
African Time.

Tenderers shall not have an option of submitting tenders electronically
The deadline for Tender submission is:

Date: Wednesday, 6" December, 2023

Time: 10:00AM

Tenderers shall not have the option of submitting their Tenders electronically.

ITT 24.1

The deadline for the submission of the tender is on Wednesday 6™ December, 2023 at
10.00 Hrs. Kenyan time

ITT 27.1

Tenders will be opened immediately thereafter in the presence of the tenderers or their
representatives who choose to attend at the State Department for Environment and climate
Change Conference Room, located at 12" floor of the N.H.I.F. Building along
Ragati Road, Nairobi on Wednesday, 6™ December, 2023 at 10.00 Am East African
Time.

E. Evaluation and Comparison of Tenders

ITT 3.7

For comparison purposes only, to reflect the price of missing or non-conforming item or
component in the manner specified, price adjustment shall be based on highest price of the
item or component as quoted by other substantially responsive bidders. If the price of the
item cannot be derived then the tenderer shall be deemed non-responsive

ITT 33.1

Price shall be in Kenya currency only
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ITT PARTICULARS OF APPENDIX TO INSTRUCTIONS TO TENDERS
Reference
ITT 341 Margin of preference not allowed
ITT 34.2
The invitation will be open to all tenderers.
F. Award of Contract
ITT 49.1 The adjudicator proposed by State Department for Environment and Climate Change shall
be Public Procurement and Regulatory Authority. Fees shall be determined later
ITT 501 The procedure for making a procurement related complaint are available in PPRA website

www.ppra.go.ke or email complaints@ppra.go.ke
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SECTION IV - EVALUATION AND QUALIFICATION CRITERIA

1

11

1.2

1.3

2

General Provision

Wherever a Tenderer is required to state a monetary amount, Tenderers
should indicate the Kenya Shilling equivalent using the rate of exchange
determined as follows:

a)  For construction turnover or financial data required for each year-
Exchange rate prevailing on the last day of the respective calendar
year (in which the amounts for that year are to be converted) was
originally established.

b)  Value of single contract-Exchange rate prevailing on the date of the contract

signature.

c) Exchange rates shall be taken from the publicly available source
identified in the ITT. Any error in determining the exchange rates in
the Tender may be corrected by the Procuring Entity.

This section contains the criteria that the Employer shall use to evaluate
tender and qualify tenderers. No other factors, methods or criteria shall be
used other than specified in this tender document. The Tenderer shall provide
all the information requested in the forms included in Section IV, Tendering
Forms. The Procuring Entity should use the Standard Tender Evaluation
Report for Goods and Works for evaluating Tenders.

Evaluation and contract award Criteria

The Procuring Entity shall use the criteria and methodologies listed in this
Section to evaluate tenders and arrive at the Lowest Evaluated Tender. The
tender that (i) meets the qualification criteria,(ii)has been determined to be
substantially responsive to the Tender Documents, and(iii) is determined to
have the Lowest Evaluated Tender price shall be selected for award of
contract.

Preliminary examination for Determination of Responsiveness

The Procuring Entity will start by examining all tenders to ensure they meet
in all respects the eligibility criteria and other mandatory requirements in the
ITT, and that the tender is complete in all aspects in meeting the
requirements provided for in the preliminary evaluation criteria outlined
below. The Standard Tender Evaluation Report Document for Goods and
Works for evaluating Tenders provides very clear guide on how to deal with
review of these requirements. Tenders that do not pass the Preliminary
Examination will be considered non- responsive and will not be considered
further.
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EVALUATION CRITERIA

Evaluation will be carried out through three (3) stages as follows:

Stage 1: Compliance with the Mandatory Requirements

Stage 2: Technical Evaluation

Stage 3: Financial Evaluation (Price Comparison)

The following mandatory requirements must be met notwithstanding other requirements in the

documents:

STAGE 1: MANDATORY REQUIREMENTS (MR)

No Requirements Compliance

(Pass/Fail)

MR 1 Submit 1 (one) Original and 1 (one) copy of the tender document.

MR 2 Provide documentary evidence of the company’s Certificate of
Incorporation (legal structure)

MR 3 Provide certified copy of the company’s current Certificate of Tax
Compliance issued by Kenya Revenue Authority (KRA) valid at
least up to the date of opening the tender.

MR 4 Submit a duly filled, signed and stamped Confidential Business
Questionnaire provided in this tender document.

MR 5 Certified Copy of Valid Single Business Permit

MR 6 Provide copies of audited accounts for the company for the last three
accounting years

MR 7 Submit a bid bond of Kshs 100,000/=, valid for 180 days from date
of opening of tender. The bid bond must be from a reputable bank or
insurance approved by the PPRA and in the prescribed format

MR 8 Submit certified copies of a valid Application Service Provider and
Network Facilities provider License to provide internet services
provided by the Communication Authority of Kenya under the
Unified Licensing Framework (ULF)

MR9 The bidder must show proof that they are licensed by
Communications Authority of Kenya as tier one (1) Network
Facilities Provider . Must attach certified valid copies of Tier-1
license issued by Communication Authority of Kenya.

MR 10 | The bidder MUST provide evidence that its backbone network has
full redundancy with at least two (2) distinct submarine cable
networks.

MR 11 Bidding documents must be well bound and paginated/serialized
including all attachments. All bidders are required to submit their
documents paginated in a continuous ascending order from the first
page to the last in this format; (i.e. 1,2,3........ n) where n is the last
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page .

MR12 Proof of provision of tier one (1) Internet services and SD-WAN
deployment.

MR 13 | Bidder must provide evidence that it has the necessary personnel to
implement the required solution. The CVs and current valid copies
of certified certificates of the technical personnel must be attached.
Project Manager, Project Engineer and Network Engineers.

MR 14 | Proof of 24/7 Service/customer support desk accessible through
ALL the provided email and telephone number(s).

MR 15 | Duly filled Declaration form SD 1 that the person/tenderer is not
debarred in the matter of the Public Procurement and Asset Disposal
Act 2015.

MR 16 Duly filled Self-Declaration form SD 2 that person/tenderer will not
engage in any corrupt or fraudulent practice

MR 17
Duly filled declaration and commitment to the code of ethics form

N/B

Any bidder who fails to meet any of the above listed items will be deemed non responsive and
will not be considered for further evaluation
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STAGE 2: TECHNICAL EVALUATION

This will be a two-stage evaluation involving examination of fulfilment of the mandatory technical
requirements for the proposed solution and a detailed evaluation of the proposals’ ability to meet the
set specifications. Those bids that do not meet any of the mandatory technical requirements will not be
considered for the detailed evaluation. The pass mark for the detailed evaluation stage is 75%. Bidders
who fail to meet this pass mark shall be disqualified from further evaluation.

Bids will be evaluated based on the evaluation criteria below.

1) Preliminary Technical evaluation for Mandatory requirements

LOT 1.
Attribute Criteria Bidders Response
“Pass/Fail”
1.
The Bid The Bid should include itemization of
vendor-owned, Customer Premise Equipment
(CPE) necessary for connectivity that will be
placed within the customer premises.
2. National Network Bidders must demonstrate that they have an

Footprint

existing national network footprint especially
in areas where KMD sites are located.

3. Compatibility with | The proposed CPEs should be compatible with
the existing Local the existing Local Area Network (LAN).
Area Network
(LAN)
4. Service Level Bidders MUST provide a copy of their Service
Agreement (SLA) Level Agreement (SLA) specifying service
guarantees, technical support response time
guarantees, and reimbursements where
applicable, and support availability.

5. Internet Gateways The provider MUST have redundant Internet
gateways through submarine cables with at
least two geographically and logically
independent routes with automated failover.

6. Back-Up Link The provider MUST provide back-
up/redundant link for KMD Headquarters.
The link must be be on a different fiber
network path with the primary/main link

7. Network The Provider MUST provide Network

Monitoring Tools

monitoring tools to be used by technical
support staff at the KMD. These tools must be
able to provide detailed reports including port,
IP and protocol, and applications
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Attribute Criteria Bidders Response
“Pass/Fail”
8. Skilled Technical The provider MUST have skilled technical
Support support providing 24 x 7 with presence in the
regions where KMD'’s sites are located
9. Network Network availability and Quality of
Availability and Connection should be not less than 99.9% in
Quiality of uptime per month
Connection
10. Last Mile The last mile redundancy MUST be
Redundancy implemented with fully automated fail over.
11. Monitoring and Provider MUST provide procedure for both
Reporting proactive and reactive monitoring and
reporting to communicate failure and resolve
with clear escalation and responsibility
procedure in reporting fault and outage.
12. Standby Equipment | In case of equipment fault, the provider
to replace MUST provide standby equipment
13 Proposed design for | The bidder must provide architecture diagram
the SD-WAN showing the proposed design for the SD-WAN
solution solution
14 Warranty of 3-year warranty and support for all equipment
equipment and and systems provided
system
SD-WAN SETUPS
ITEM CRITERIA DESCRIPTION Bidders Response
“Pass/Fail”
The NFP shall provide SD-WAN between the
KMD Headquarters and 8 airport offices.
Each site shall be connected through fiber
optic network (preferable)or Fixed wireless
SD-WAN is to be implemented at KMD
headquarters and all offices as listed in section
1. | Architecture 2 above.
Each site will be configured with its own
unique IP address.
At the HQ SD-WAN manager, logging and
analytics server shall be implemented on VM
using existing Hardware on-premise. All the
necessary licenses must be provided.
2. Capacities Bandwidth size as specified for each site
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Attribute

Criteria

Bidders Response

“Pass/Fail”

Configurations and
features

o Scalability — The setup should allow easy
addition and removal of sites as well as
variation of bandwidth capacities.

o Traffic prioritization — The setup must
allow configuration of prioritizing between
data, voice and traffic based on protocols
and applications

¢ Quality of Service (QOS) — Setup must be
able to provide for configuration of QOS to
enable smooth transfer of traffic.
Monitoring and management of Network —
The setup must provide a user-friendly and
client-based network management platform

Support

The NFP shall be responsible for
maintenance, warranty and annual
subscriptions for all the active network
devices and software modules provided for
the duration of the contract.

INTERNET LINKS for KMD Headquarters

ATTRIBUTE CRITERIA Bidders Response
“Pass/Fail”
Two separate internet links shall be provided
. over fiber and installed at the headquarters.
Installation

The NFP shall provide a minimum 13 public
IPv4 addresses for use at KMD HQ.

Service availability

The NFP shall ensure that the internet is
available 24/7 with SLA of 99.9%

Security

The NFP shall ensure that highest level of
network security is maintained in the shared
infrastructure.

The NFP shall provide Next-Generation
firewall to protect the SD-WAN against
intrusion and internet attacks as well also
provide internet filter and internet bandwidth
management tools.

Domain and web
hosting

The NFP shall provide Domain and Web
hosting services to KMD for the contract
period.

The NFP shall perform the necessary
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Attribute Criteria Bidders Response
“Pass/Fail”
configuration to direct KMD’s MX and DNS
records to assigned public IP addresses.
Space: 20 GB
Bandwidth: Unlimited
Domains to be hosted: DNS, website(s) and
email
Overall Evaluation
SD_WAN Appliances
1 Next-Generation Firewall (NFFW) - KMD HQ QTY 1
Specifications Bidders
Response
SN | Component «“Pass/Fail”

Must support a minimum of 12 x GE RJ45 Ports,

Must support a minimum of 8 x GE SFP Slots, 2 x
10GE/GE SFP+/SFP Slots and 4 x GE RJ45
Management/DMZ/HA Ports,

Redundant power supply 240Vac

Must support at least 1.5million concurrent sessions.

Must support at least 50,000 New Sessions/Second

Must support at least 1 Gbps of firewall throughput

Firewall Must support at least 1.5 Gbps

Specifications
P Enterprise/Production IPS throughput

Must support at least 1 Gbps SSL Inspection
throughput

Must support at least 1.0 Gbps Enterprise/
Production Threat Protection Throughput

Must support at least 13 Gbps IPSec VPN throughput
(AES256-SHA256

Must support at least 10,000 firewall policies

Must have a minimum 480 GB SSD internal storage
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1.2

Stateful
Firewall

Features

Must have the following licenses included
Application Control, IPS, AV, Mobile Security, DNS
Filtering, Web Filtering and Sandbox

It Must be possible to operate the firewall in
“bridge mode” or "transparent mode” apart from

the standard NAT mode

The Firewall must provide NAT functionality,
including PAT.

Must support “Policy-based NAT”

The Firewall Must provide advanced NAT
capabilities, supporting NAT Traversal for services

like SIP/H.323 /SCCP

Firewall Must support Voice based protocols like

H.323, SIP, SCCP, MGCP etc

The Firewall Must support User-Group based
Authentication (ldentity based Firewalling) &
Scheduling

13

Authentication

Features

Support for authentication at the firewall policy

level (Local and Remote)

Must support PKI1 / Digital Certificate based two-factor
Authentication for both Users and Firewall

Administrators

The VPN Must be integrated with firewall and Mustbe
ICSA Labs certified for both IPSec and SSL-TLS

14

VPN Features

Must support the following protocols: -
DES & 3DES,

MD5, SHA-1 & the more secure SHA-256
authentication

The new encryption standard AES 128, 192 & 256
(Advanced Encryption Standard)

Must support Hub-Spoke network topology , Must also
support PPTP and L2TP over IPSec VPN

protocols.

IPSec NAT Traversal & Dead Peer Detection Must be
supported
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Must support SSL Two-factor Authentication with
Digital Certificates

Must support Windows, Linux and MAC OS for SSL-
VPN

15

Intrusion
Prevention

Must have integrated Network Intrusion

Prevention System and Must be ICSA Labs certified

Must have a built-in Signature and Anomaly based IPS
engine on the same unit

Must have capability to prevent denial of service and
Distributed

Denial of Service attacks.

Must be able to exclude certain hosts from scanning

of particular signatures

Supports automatic Attack database updates directly
over the internet.

Supports several prevention techniques including

Drop-Packet, TCP-Reset

Must offer a variety of built-in responses including
dashboard alerts, syslog / email notifications, SNMP
traps and Packet Capture log. List all response

options, excluding prevention responses

Must Identify and control over 1000+ applications

Must perform Traffic Shaping of popular P2P

applications like KaZaa, Gnutella, BitTorrent,etc

1.6

Antimalware
Features

Must control popular IM/P2P applications
regardless of port/protocol like Yahoo, MSN,
Skype, AOL, ICQ e.t.c

The appliance Must facilitate embedded anti-virus

support which is ICSA Labs certified

Must include Antispyware and Worm Prevention

Must have option to schedule automatic updates of the
new virus pattern.

Gateway AV Must be supported for real-time
detection of viruses and malicious code for

HTTP,HTTPS, FTP, SMTP, SMTPS, POP3 and
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IMAP, NNTP and IM

Must have configurable policy options to select

what traffic to scan for viruses

Must have option to configure to respond to virus
detection at the gateway in several ways ie. Delete

the file, Alert email, Quarantine etc

Must have options to prevent user downloads

based on file extension as well as file type

Must have support for “Flow-Based Antivirus

Scanning Mode” for high throughput requirements

The solution Must be capable scanning Encrypted
VPN tunnel traffic originating from the unit for

virus

1.7

Sandboxing

Features

The solution Must have multi-layer of detection

process with the malicious code emulation

The solution Must be able to inspect the web
session to detect and notify the malicious web
activity including malicious file downloads through

the web/internet.

The solution Must be able to store payload and
artifacts of the detected threats for further analysis
and incident time lines that is with the third party

as well.

The proposed solution Must have the ability to
analyze, detect and block malware in common file
formats including but not limited to executable,
JAVA, PDF, MS Office documents, common
multimedia contents such as JPEG, QuickTime,
MP3 and ZIP/RAR/7ZIP/TNEF archives, asf, chm,
com, dll, doc, docx, exe, gif, hip, htm, ico, jar, jpeg,
jpg, mov, mps, mp4, pdf, png, ppsx, ppt, pptx, qt,
rm, rtf, swf, tiff, url, vbs, vcf, xls, xIsx, bat, cmd, js,

wsf, xml, flv, wav, avi, mpg, midi, vcs, Ink, csv, rm
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to prevent advanced Malware and Zero-day

attacks.

The solution shall report source IP, destination IP,
source port, destination port and complete URL of
the attack. The solution Must also assign a unique
identification number to each identified/detected

threat for future reference.

The solution shall detect the entire infection
lifecycle and provide stage-by-stage analysis of the
attack starting from system exploitation to data

exfiltration

The solution Must support logging of important
parameters like Source IP, Destination IP, ports,
protocol, Domain, time stamp etc. of the malicious

web sessions

The solution Must be based on algorithm, which

Must be able to detect maximum Malware or rogue
elements with each signature.

The solution Must have ability to block all
outbound call- back communication initiated by the

internal clients (infected)

18

Web Filtering
features

The appliance Must facilitate embedded Web

Content Filtering feature

Must have facility to block URL' based on categories.
Must support HTTP and HTTPS based traffic.

Must be able to block different categories/sites based on
User Authentication.

Must have configurable parameters to block/allow
unrated sites.

Must have configurable options to allow/deny
access to web sites in case if the URL rating service

is unavailable

Must have options to customize the “Blocked
Webpage Message” information displayed to end

users
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Must have facility to schedule the configurations so
that non-work related sites are blocked during

office hrs and allow access to all sites except harmful
sites during non office hrs. Must also have time based

guota

The solution Must have options to block java

applets, ActiveX as well as cookies

The solution Must be able to block URLS hosting

spywares / adwares etc.

Must have configurable policy options to define the
URL exempt list

1.9

Traffic
Optimization
features

Must support WAN load balancing (weighted)
algorithms by volume, sessions, source-destination

IP, Source IP, and spillover

Must support multi-path intelligence using rules
defined by:

e Source address and/or user group

e Destination address and/or applications
Path selection using particular link quality criteria or

e SLAs defined

Must support traffic shaping and QoS per policy or
applications: Shared policy shaping, per-1P shaping,
maximum and guaranteed bandwidth, maximum
concurrent connections per IP, traffic prioritization,
Type of Service (TOS), and Differentiated Services
(DiffServ) support

Must support an option to set up traffic shaping
profile by defining the percentage of interface
bandwidth for each classified traffic and then bind

to interfaces

Must support traffic shaping policies that assigns
traffic shape profile according to matching policy

based on source, destination, service, application,

Page 39 of 147




application category, and/or URL category.

Must support DSCP match in SD-WAN rules

Must support inline and out-of-path WAN
optimization topology, peer to peer, and remote

client support

Must support at least CIFS, FTP, HTTP(S), MAPI
and TCP WAN optimization protocols

Must support multiple WAN optimization sessions on
the same tunnel, Must support zero-touch Deployment

1.6

Management
Features

The device must support Web Ul (HTTP/HTTPS)
and CLI (Telnet / SSH) based Management

Must have configurable option to define remote
access to the Firewall on any interface and restrict
the same to a specific IP/Subnet (i.e. Trusted Hosts

for Management)

There must be a means of connecting directly to the
firewall through a console connection (RJ45 or

DBY)

Provision to send alerts to multiple email recipients

Support for role based administration of firewall

Must support simultaneous login of Multiple

Administrators.

Must support system software rollback to the

previous version after upgrade

Mandatory
requirements

The platform must be a leader in the Gartner Magic

Quadrant for Network Firewalls

Licensing: Must be per device license for unlimited

users for Firewall and other features.

The solution must support Virtualization

Must support more than one ISP with automatic ISP

failover
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1 Branch & IMTR SD-WAN Appliances (NFFW) QTY 9
Specifications Compliance of
specifications
SN Component Compliant/Non-
compliant
A Must support @ minimum of 5 x 1 GE
General Specifications RI45 interfaces
Must support a minimum of 1x GE RJ45
Management Ports
Must support at le 700,000 Concurrent
Sessions
Must support at least 30,000 New
Sessions/Second
Must support at least 5 Gbps of firewall
throughput
Must support at least 600 Mbps
Enterprise/Production IPS throughput
Must support at least 300 Mbps SSL
Inspection throughput
Must support at least 700 Mbps
Enterprise/
Production Threat Protection Throughput
Must support at least 10 virtual firewall
licenses
Must be supplied with at least 200 SSL
VPN licenses
Must support at least 450 Mbps IPSec
VPN throughput
(AES256-SHA256
Must support at least 5,000 firewall
policies
Must have the following licenses
included
Application Control, IPS, AV, Mobile
Security,
DNS Filtering, Web Filtering and
Sandbox
1.2 Stateful

Must have the following licenses
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Firewall

Features

included

Application Control, IPS, AV, Mobile
Security, DNS

Filtering, Web Filtering and Sandbox

It Must be possible to operate the firewall
in “bridge mode” or "transparent mode”
apart from the standard NAT mode

The Firewall must provide NAT
functionality, including PAT.

Must support “Policy-based NAT”

The Firewall Must provide advanced
NAT capabilities, supporting NAT
Traversal for services like SIP/H.323
/SCCP

Firewall Must support Voice based
protocols like

H.323, SIP, SCCP, MGCP etc

The Firewall Must support User-Group
based

Authentication (ldentity based
Firewalling) &

Scheduling

13

Authentication

Features

Support for authentication at the firewall
policy level (Local and Remote)

Must support PKI / Digital Certificate
based two factor

Authentication for both Users and
Firewall

Administrators

The VPN Must be integrated with
firewall and Must be ICSA Labs certified
for both IPSec and SSL-TLS

14

VPN Features

Must support the following protocols:-
DES & 3DES,

MD5, SHA-1 & the more secure SHA-
256 authentication

The new encryption standard AES 128,
192 & 256 (Advanced Encryption
Standard)
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Must support Hub-Spoke network
topology, Must also support PPTP and
L2TP over IPSec VPN protocols.

IPSec NAT Traversal & Dead Peer
Detection Must be supported

Must support SSL Two-factor
Authentication with Digital Certificates

Must support Windows, Linux and MAC
OS for SSL-VPN

15

Intrusion Prevention

Must have integrated Network Intrusion

Prevention System and Must be ICSA
Labs certified

Must have a built-in Signature and
Anomaly based IPS engine on the same
unit

Must have capability to prevent denial of
service and Distributed

Denial of Service attacks.

Must be able to exclude certain hosts
from scanning of particular signatures

Supports automatic Attack database
updates directly over the internet.

Supports several prevention techniques
including

Drop-Packet, TCP-Reset (

Must offer a variety of built-in responses
including dashboard alerts, syslog / email
notifications, SNMP traps and Packet
Capture log. List all response options,
excluding prevention responses

Must Identify and control over 1000+
applications

Must perform Traffic Shaping of popular
P2P

applications like KaZaa, Gnutella,
BitTorrent, e.t.c

1.6

Antimalware Features

Must control popular IM/P2P
applications regardless of port/protocol
like Yahoo, MSN,

Skype, AOL, ICQ e.t.c

The appliance Must facilitate embedded
anti-virus
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support which is ICSA Labs certified

Must include Antispyware and Worm
Prevention

Must have option to schedule automatic
updates of the new virus pattern.

Gateway AV Must be supported for real-
time detection of viruses and malicious
code for

HTTP,HTTPS, FTP, SMTP, SMTPS,
POP3 and

IMAP, NNTP and IM

Must have configurable policy options to
select what traffic to scan for viruses

Must have option to configure to respond
to virus detection at the gateway in
several ways ie. Delete the file, Alert
email, Quarantine etc

Must have options to prevent user
downloads based on file extension as
well as file type

Must have support for “Flow-Based
Antivirus Scanning Mode” for high
throughput requirements

The solution Must be capable scanning
Encrypted VPN tunnel traffic originating
from the unit for

virus

1.7

Sandboxing

Features

The solution Must have multi-layer of
detection process with the malicious code
emulation

The solution Must be able to inspect the
web session to detect and notify the
malicious web activity including
malicious file downloads through the
web/internet.

The solution Must be able to store
payload and artifacts of the detected
threats for further analysis and incident
time lines that is with the third party as
well.

The proposed solution Must have the
ability to analyze, detect and block
malware in common file formats
including but not limited to executable,
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JAVA, PDF, MS Office documents,
common multimedia contents such as
JPEG, QuickTime,

MP3 and ZIP/RAR/7ZIP/TNEF archives,
asf, chm,

com, dll, doc, docx, exe, gif, hip, htm,
ico, jar, jpeg,

jpg, mov, mps, mp4, pdf, png, ppsx, ppt,
pp'[X, qt,

rm, rtf, swf, tiff, url, vbs, vcf, xlIs, xIsx,
bat, cmd, js,

wsf, xml, flv, wav, avi, mpg, midi, vcs,
Ink, csv, rm

to prevent advanced Malware and Zero-
day attacks.

The solution shall report source IP,
destination IP, source port, destination
port and complete URL of the attack. The
solution Must also assign a unique
identification number to each
identified/detected threat for future
reference.

The solution shall detect the entire
infection lifecycle and provide stage-by-
stage analysis of the attack starting from
system exploitation to data exfiltration

The solution Must support logging of
important parameters like Source IP,
Destination IP, ports, protocol, Domain,
time stamp etc. of the malicious web
sessions

The solution Must be based on algorithm,
which Must be able to detect maximum
Malware or rogue elements with each
signature.

The solution Must have ability to block
all outbound call- back communication
initiated by the internal clients (infected)

18

Web Filtering features

The appliance Must facilitate embedded
Web Content Filtering feature

Must have facility to block URL' based
on categories. Must support HTTP and
HTTPS based traffic.

Must be able to block different
categories/sites based on User
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Authentication.

Must have configurable parameters to
block/allow unrated sites.

Must have configurable options to
allow/deny access to web sites in case if
the URL rating service is unavailable

Must have options to customize the
“Blocked Webpage Message”
information displayed to end users

Must have facility to schedule the
configurations so that non-work related
sites are blocked during office hrs and
allow access to all sites except harmful
sites during non-office hrs. Must also
have time based quota

The solution Must have options to block
java applets, ActiveX as well as cookies

The solution Must be able to block URLSs
hosting spywares / adwares etc.

Must have configurable policy options to
define the URL exempt list

19

Traffic Optimization
features

Must support WAN load balancing
(weighted) algorithms by volume,
sessions, source-destination

IP, Source IP, and spillover

Must support multi-path intelligence
using rules defined by:

e Source address and/or user group

e Destination address and/or
applications

Path selection using particular link
quality criteria or

e SLAs defined

Must support traffic shaping and QoS per
policy or applications: Shared policy
shaping, per-1P shaping, maximum and
guaranteed bandwidth, maximum
concurrent connections per IP, traffic
prioritization,

Type of Service (TOS), and
Differentiated Services

(DiffServ) support
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Must support an option to set up traffic
shaping profile by defining the
percentage of interface bandwidth for
each classified traffic and then bind to
interfaces

Must support traffic shaping policies that
assigns traffic shape profile according to
matching policy based on source,
destination, service, application,
application category, and/or URL
category.

Must support DSCP match in SD-WAN
rules

Must support inline and out-of-path
WAN optimization topology, peer to
peer, and remote client support

Must support at least CIFS, FTP,
HTTP(S), MAPI

and TCP WAN optimization protocols

Must support multiple WAN
optimization sessions on the same tunnel,
Must support zero-touch deployment

1.6

Management Features

The device must support Web Ul
(HTTP/HTTPS) and CLI (Telnet / SSH)
based Management

Must have configurable option to define
remote access to the Firewall on any
interface and restrict the same to a
specific IP/Subnet (i.e. Trusted Hosts for
Management)

There must be a means of connecting
directly to the firewall through a console
connection (RJ45 or DB9)

Provision to send alerts to multiple email
recipients

Support for role based administration of
firewall

Must support simultaneous login of
Multiple Administrators.

Must support system software rollback to
the previous version after upgrade

Mandatory
requirements

The platform must be a leader in the
Gartner Magic Quadrant for Network
Firewalls
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Licensing: Must be per device license for
unlimited users for Firewall and other
features.

The bidder must provide evidence of the
latest NSS Labs NGFW, SD-WAN,
SSL/TLS and DCIPS security and
performance test recommendations

The solution must support Virtualization
(i.e. Virtual Systems / Virtual Domains).

Must support more than one ISP with
automatic ISP failover
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SN

Component

Specification required
including applicable
standards

Compliance of
specifications
Compliant/Non-
compliant

SECURITY MANAGEMENT & LO

GGING APPLIANCE (Quantity 1)

2.1

Technical
Requirements

Must be a virtual appliance
supporting VMware
ESX/ESXi
5.0/5.1/5.5/6.0/6.5/6.7,
Microsoft Hyper-V 2008
R2/2012/2012 R2/2016/2019,
Citrix XenServer 6.0+ and
Open Source Xen 4.1+, KVM
on Redhat 6.5+ and Ubuntu
17.04, Amazon Web Services
(AWS), Microsoft Azure,
Google Cloud (GCP), Oracle
Cloud Infrastructure (OCI)
hypervisors

Must support at least
10GB/Day of logs

Must support Indicators of
Compromise License

Must support at least 20
devices and should scale with
additional licenses

2.2

Must support centralized
management of the firewall
appliances

Must support centralized
software upgrades and
security updates for the
managed devices

Must support Hierarchical
Objects Database, reuse of
common configurations

General
Specifications

Must support automated
device discovery support and
maintain policies on same
device types

Must support granular device
and role-based administration
for large enterprises and
multi-tenancy deployments

Must support workflow
integration for change control
management

Must support detailed
revision tracking, and
thorough auditing capabilities
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Must support centralized SD-
WAN provisioning and
monitoring

Must support SD-WAN
orchestration capability to
dynamically configure
objects, tunnels and automate
SD-WAN configuration

Must support zero-touch
provisioning for the managed
devices

Must support automated
templates and scripts for
device provisioning
automation and policy
installation with JSON APIs
or XML API, to reduce your
management burden and
operational costs

Must support integrated
logging, and tighter
integration & correlation of
events & policies

Must support automated
Indicators of Compromise
(10C)

Must Support role based
administrator

Must support Network
Operation Center (NOC) and
Security Operation Center
(SOC) functionality

Must support SOAR
capabilities such as creation
of playbooks for automated
response of incidents.

Must support syslog or CEF
log forwarding for third-party
solution integration

Support full Graphic
summary reports, providing
network wide reporting of
events, activities, and trends

Must have Built in report
templates

Allow Comprehensive alert
builders

Simple and intuitive Google-
like search experience and
reports on network traffic,
threats, network activities and
trends across the network.
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Lot 2 Internet for IMTR

Item Feature Description of requirement Bidders
Response
Pass/Fail

1 Bandwidth Required Dedicated 60Mbps Uplink / 60Mbps
downlink

2 Mode of Connection Fiber Optic

3 Service Availability 99.9%, The NFP must provide performance
monitoring tool

4 Customer Premise The NFP must provide CPE to enable

Equipment (CPE) connectivity

5 Redundancy The NFP must provide alternative
connection for redundancy purposes

6 Setup and configuration | The NFP will be responsible for setup and
configuration of CPE necessary for testing
and commissioning to ensure that internet
is accessible.

7 Documentation The NFP must provide all the
documentation concerning the
configuration and setup of the link.

8 Scalability The solution provided by the NFP must
allow for upgrade or scalability of the
bandwidth

9 Public IP Address The NFP must provide at least eight (8)
Public Addresses for its use.

10 Duration of Contract The contract will be for three (3) years
renewable annually subject to satisfactory
performance.

11 Delivery Period The NFP must indicate the delivery period
within which the proposed service shall be
connected and activated

12 DNS, Web and Email The NFP shall provide Domain and Web

hosting Services hosting services for IMTR for the contract
period.
Overall Evaluation
N/B

Any bidder who fails to meet any of the above criteria will be deemed to be non-responsive and

will not be considered for further evaluation.
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ii) Detailed Technical Evaluation-

Item | Category Description of requirement Percentage of
weighting
1 Documentation Level of presentation, completeness and well 5%

referenced document

2 Past experience o Evidence of Five completed similar 30%
projects successfully completed in the last
three (3) years- Must provide proof (attach
copies of contracts/LSO and contact
details) -3 Marks each

e Completion Certificates for the above
contracts — 3 mark for each certificate

3 Management o Number of qualified Engineers/technicians 10%
Team and specialized in Internet Technologies, cyber
Technical Skills security (Provide evidence using CV and

certificates) - PMP or Prince 2 - 1 Marks
— MSc — 2 marks, BSc — 2 Marks, CCNP —
3 Marks, CCNA 2 Marks

4 Solution Design, a) Solution Design 25% 55%
Project plan and
Methodology of

implementation c¢) Methodology of implementation — 20%

b) Project plan - 10%

TOTAL MARKS 100%

OVERALL SCORE “PASS”/ “FAIL”

Note
Only tenders that score an overall score of O 75% (“PASS”) from the above Evaluation criteria
will qualify to have their financial bids evaluated

STAGE 3: FINANCIAL EVALUATION (PRICE)

Only tenders that score an overall score of O 75% (“PASS”) from the Technical Evaluation Stage
will qualify to have their financial bids evaluated. Those scoring an overall score of “FAIL” will not
be evaluated further and will be disqualified.

Financial evaluation will be based on the price quoted, the lowest among the qualified bidders will be
considered as the lowest evaluated bidder hence recommended for the award.

B. FINANCIAL EVALUATION

The evaluation committee will determine whether the financial proposals are complete. This shall
involve financial (Premium) Comparison and checking for arithmetic errors if any and compliance to
tender instructions. In case of any arithmetical errors the bidder shall be financially non-responsive. In
all cases, the total price of the financial proposal as submitted shall prevail and shall include ALL the
applicable taxes. The bidders shall be ranked from the lowest evaluated bidder to the highest evaluated
bidder.
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C. NEGOTIATIONS AND DUE DILIGENCE

Negotiations may be held with the tenderer with the lowest evaluated bidder, and upon successful
negotiations will be awarded the contract. If negotiations fail with the tenderer with the lowest
evaluated bidder, the bidder with the second lowest evaluated bidder will be invited by the
Commission for negotiations, and upon successful negotiations, be awarded the tender.

The Commission may verify the accuracy of statements provided by bidders regarding their
qualification as required by the bidding documents after evaluation and before the contract is awarded.

Further the Commission may verify: -

i. Technical competence and resources, including the availability of sufficient
manpower, the qualifications and experience of key personnel or managers, available equipment,
manufacturing, or facilities.

ii. Available capacities to perform the proposed contract.

iii.  iii. Financial position, including financial soundness, sufficient turnover, or sufficient cash
flow.

iv. Experience and satisfactory performance of similar contracts, considering relevant factors,
including similar or comparable references and litigation record
D. AWARD CRITERIA

The award will be made to the lowest evaluated bidder. The contract will be for a period of three
years renewable once subject to a Satisfactory Performance review.
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SECTION V - TENDERING FORMS

1 FORM OF TENDER

INSTRUCTIONS TO TENDERERS

i) All italicized text is to help the Tenderer in preparing this form.

ii) The Tenderer must prepare this Form of Tender on stationery with its letterhead
clearly showing the Tenderer’s complete name and business address. Tenderers are
reminded that this is a mandatory requirement.

iii) Tenderer must complete and sign CERTIFICATE OF INDEPENDENT TENDER
DETERMINATION and the SELF DECLARATION FORMS OF THE
TENDERER as listed under (s) below.

iv) The Form of Tender shall include the following Forms duly completed and signed by
the Tenderer.

a) Tenderer's Eligibility-Confidential Business Questionnaire
b) Certificate of Independent Tender Determination

c) Self-Declaration of the Tenderer

Date of this Tender submission.............. [insert date (as day, month and year)
of Tender submission] Tender Name and
Identification..................... [insert identification]  Alternative
NO. I [insert identification No if this is a Tender for an

alternative]
TO: i, [Insert complete name of Procuring Entity]

a)  No reservations: We have examined and have no reservations to the
tendering document, including Addenda issued in accordance with
ITTY;

b)  Eligibility: We meet the eligibility requirements and have no conflict of interest

in accordance with
ITT4;

c)  Tender-Securing Declaration: We have not been suspended nor
declared ineligible by the Procuring Entity based on execution of a
Tender-Securing Declaration or Proposal-Securing Declaration in
Kenya in accordance with ITT21;

d)  Conformity: We offer to provide the Non-Consulting Services
inconformity with the tendering document of the following:[insert a
brief description of the Non-Consulting Services];

e)  Tender Price: The total price of our Tender, excluding any discounts
offered in item(f) below is: [insert the total price of the Tender per
month in words and figures, indicating the various amounts and the
respective currencies];
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f)  Tender Validity Period: Our Tender shall be valid for the period
specified in TDS 19.1 (as amended if applicable) from the date fixed
for the Tender submission deadline (specified in TDS 23.1(as amended
if applicable),and it shall remain binding upon us and may be accepted
at any time before the expiration of that period;

g) Performance Security: If our Tender is accepted, we commit to
obtain a Performance Security in accordance with the tendering
document;

h)  One Tender Per Tenderer: We are not submitting any other Tender(s)
as an individual Tenderer, and we are not participating in any other
Tender(s) a s a Joint Venture member or as a subcontractor, and meet
the requirements of ITT4.3, other than alternative Tenders submitted in
accordance with ITT14;

i) Suspension and Debarment: We, along with any of our
subcontractors, suppliers, consultants, manufacturers, or service
providers for any part of the contract, are not subject to, and not
controlled by any entity or individual that is subject to, a temporary
suspension or a debarment imposed by the PPRA. Further, we are not
ineligible under Kenya's official regulations or pursuant to a decision
of the United Nations Security Council,

)] State-owned enterprise or institution: [select the appropriate option
and delete the other] [We are not a state-owned enterprise or
institution] / [We are a state-owned enterprise or institution but meet
the requirements of ITT 4.6];

k)  Commissions, gratuities and fees: We have paid, or will pay the
following commissions, gratuities, or fees with respect to the
Tendering process or execution of the Contract: [insert complete name
of each Recipient, its full address, r gratuity].

Name of Recipient Address Reason Amount

(If none has been paid or is to be paid, indicate “none.”)

a) [Delete if not appropriate, or amend to suit] We confirm that we
understand the provisions relating to Standstill Period as
described in this tendering document and the Procurement
Regulations.

1) Binding Contract: We understand that this Tender, together with your
written acceptance thereof included in your Form of Acceptance, shall
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constitute a binding contract between us, until a formal contract is
prepared and executed,;

m)  Not Bound to Accept: We understand that you are not bound to accept
the lowest evaluated cost Tender, the Best Evaluated Tender or any
other Tender that you may receive; and

0) Fraud and Corruption: We hereby certify that we have taken steps to
ensure that no person acting for us or on our behalf engages in any
type of Fraud and Corruption.

9) Collusive practices: We hereby certify and confirm that the tender is
genuine, non-collusive and made with the intention of accepting the
contract if awarded. To this effect we have signed the “Certificate of
Independent tender Determination” attached below.

0 Code of Ethical Conduct: We undertake to adhere by the Code of
Ethics for Persons Participating in Public Procurement and Asset
Disposal, copy available from (specify website)

) We, the Tenderer, have completed fully and signed the following Forms as part
of our Tender:

i)  Tenderer's Eligibility; Confidential Business Questionnaire—to
establish we are not in any conflict to interest.

ii)  Certificate of Independent Tender Determination—to declare that
we completed the tender without colluding with other tenderers.

iii)  Self-Declaration of the Tenderer—to declare that we will, if
awarded a contract, not engage in any form of fraud and
corruption.

iv) Declaration and commitment to the Code of Ethics for Persons
Participating in Public Procurement and Asset Disposal.

Further, we confirm that we have read and understood the full content and
scope of fraud and corruption as informed in “Appendix 1- Fraud and
Corruption” attached to the Form of Tender.

Name of the Tenderer:..........ccccociiiiiininec *[insert complete name of
person signing the Tender]

Name of the person duly authorized to sign the Tender on behalf of the
Tenderer:.......cccooeeennnnen. **[insert complete name of person duly
authorized to sign the Tender]

Title of the person signing the Tender:................ [insert complete title of the person
signing the Tender]

Signature of the person named above: ...........c.cccccoveevenen [insert signature
of person whose name and capacity are shown above]

Date signed.................. [insert date of signing] day of ...........cccocevevvienenn. [insert
month], [insert year]
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A. TENDERER'S ELIGIBILITY

FORM OF TENDER

To: The Principal Secretary,
State Department for Environment and Climate Change
P.O. Box 20414-00200
NAIROBI Tender No...............

Tender for Provision of WAN Internet Services in Kenya Meteorological (KMD)
Headquarters, Institute of Meteorological Training & Research (IMTR) and
(KMD) Outstations

Dear Sir,

1) Having examined the Tender documents including Addenda No. (Insert numbers)
........ the receipt of which is hereby duly acknowledged, we the undersigned, offer to
provide cleaning, fumigation & Sanitary Services under this tender in conformity with
the said Tender document for the sum

OF e
......... [Total Tender amount per month in words and figures] or such other sums as
may be ascertained in accordance with the Schedule of Prices attached herewith and
made part of this Tender.

2) We undertake, if our Tender is accepted, to provide the WAN Internet Services in
Kenya Meteorological (KMD) Headquarters, Institute of Meteorological Training
& Research (IMTR) and (KMD) Outstations in accordance with the conditions of
the tender.

3) We agree to abide by this Tender for a period of ................ [number] days from
the date fixed for Tender opening of the Instructions to Bidders, and it shall remain
binding upon us and may be accepted at any time before the expiration of that period.
4) This Tender, together with your written acceptance thereof and your notification of
award, shall constitute a Contract between us subject to the signing of the contract by
both parties.

5) We understand that you are not bound to accept the lowest or any tender you may
receive.

Signature
[In the capacity of]

Duly authorized to sign tender for and on behalf of
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PRICE SCHEDULE SUMMARY FORM

Please summarize the quoted for Provision of WAN Internet Services in Kenya
Meteorological (KMD) Headquarters, Institute of Meteorological Training &
Research (IMTR) and (KMD) Outstations per month as follows;

Price Schedule Form A

NB. Kindly quote for each office listed separately. Cost of equipment and one-off
services should also be quoted separately from the monthly recurrent cost.

TOTAL KSHS.

Signature:

Seal/Stamp Name:

Position:

Authorized for and on behalf of (specify name of tenderer)

Date:
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CONFIDENTIAL BUSINESS QUESTIONNAIRE

Instruction to Tenderer

Tender is instructed to complete the particulars required in this Form, one

form for each entity if Tender is a JV. Tenderer is further reminded that it is an

offence to give false information on this Form.

a)  Tenderer's details

ITEM DESCRIPTION
1 | Name of the Procuring Entity
2 | Reference Number of the Tender
3 | Date and Time of Tender Opening
4 | Name of the Tenderer
5 | Full Address and Contact Details of | 1. Country
the Tenderer. .
2. City
3. Location
4. Building
5. Floor
6. Postal Address
7. Name and email of contact person.
6 | Current Trade License Registration
Number and Expiring date
7 | Name, country and full address
(postal and physical addresses,
email, and telephone number) of
Registering Body/Agency
8 | Description of Nature of Business
9 | Maximum value of business which
the Tenderer handles.
10 | State if Tenders Company is listed in

stock exchange, give name and full
address (postal and physical
addresses, email, and telephone
number) of

state which stock exchange
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General and Specific Details

b)  Sole Proprietor, provide the following details.

Name in full

Nati

Citizenship

Age

onality

Country of Origin

C) Partnership, provide the following details.

Names of Partners

Nationality

Citizenship

% Shares owned

d)  Registered Company, provide the following details.

i)

Private or public Company

State the nominal and issued capital of the Company-

Nominal Kenya Shillings (Equivalent)

Issued Kenya Shillings (Equivalent)

Give details of Directors as follows.

Names of Director

Nationality

Citizenship

% Shares owned

e) DISCLOSURE OF INTEREST-Interest of the Firm in the Procuring
Entity.

i)  Are there any person/persons in.. T
of Procuring Entlty) who has/have an mterest or relatlonshlp in
this firm? Yes/No..
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If yes, provide details as follows.

Names of Person Designation in the Procuring Entity | Interest or Relationship with Tenderer

ii) Conflict of interest disclosure

Type of Conflict Disclosure If YES provide details
of the relationship with
\N(gs OR Tenderer

Tenderer is directly or indirectly controlled by or is
under common control with another tenderer.

Tenderer receives or has received any direct or
indirect subsidy from another tenderer.

Tenderer has the same legal representative as another
tenderer

Tender has a relationship with another tenderer,
directly or through common third parties that puts it
in a position to influence the tender of another
tenderer, or influence the decisions of the Procuring
Entity regarding this tendering process.

Any of the Tenderer’s affiliates participated as a
consultant in the preparation of the design or
technical specifications of the works that are the
subject of the tender.

Tenderer would be providing goods, works, non-
consulting services or consulting services during
implementation of the contract specified in this
Tender Document.

Tenderer has a close business or family relationship
with a professional staff of the Procuring Entity who
are directly or indirectly involved in the preparation
of the Tender document or specifications of the
Contract, and/or the Tender evaluation process of
such contract.

Tenderer has a close business or family relationship
with a professional staff of the Procuring Entity who
would be involved in the implementation or
supervision of the Contract.

Has the conflict stemming from such relationship
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Type of Conflict

Disclosure

YES OR
NO

If YES provide details
of the relationship with
Tenderer

stated in item 7 and 8 above been resolved in a
manner acceptable to the Procuring Entity
throughout the tendering process and execution of
the Contract?

f)  Certification

On behalf of the Tenderer, I certify that the information given above is
complete, current and accurate as at the date of submission.

Full Name

Title or Designation

(Signature)
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i)  CERTIFICATE OF INDEPENDENT TENDER DETERMINATION

I, the undersigned, in submitting the accompanying Letter of Tender to the

[Name of Procuring Entity]

for:

[Name and number of tender] in response
to the request for tenders made by: [Name of Tenderer] do hereby
make the following statements that | certify to be true and complete in every
respect:

| certify, on behalf of

Name of Tenderer]
that:
1 I have read and I understand the contents of this Certificate;

2 I understand that the Tender will be disqualified if this Certificate is found
not to be true and complete in every respect;

3 I am the authorized representative of the Tenderer with authority to sign this
Certificate, and to submit the Tender on behalf of the Tenderer;

4, For the purposes of this Certificate and the Tender, | understand that the
word “competitor” shall include any individual or organization, other than
the Tenderer, whether or not affiliated with the Tenderer, who:

a)  Has been requested to submit a Tender in response to this request for tenders;

b)  could potentially submit a tender in response to this request for
tenders, based on their qualifications, abilities or experience;

5 The Tenderer discloses that [check one of the following, a s applicable]:

a)  The Tenderer has arrived at the Tender independently from, and
without consultation, communication, agreement or arrangement with,
any competitor;

b) the Tenderer has entered into consultations, communications,
agreements or arrangements with one or more competitors regarding
this request for tenders, and the Tenderer discloses, in the attached
document(s), complete details thereof, including the names of the
competitors and the nature of, and reasons for, such consultations,
communications, agreements or arrangements;

6. In particular, without limiting the generality of paragraphs(5)(a) or (5)(b)
above, there has been no consultation, communication, agreement or
arrangement with any competitor regarding:

a)  prices;
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b)  methods, factors or formulas used to calculate prices;
c) theintention or decision to submit, or not to submit, a tender; or

d)  the submission of a tender which does not meet the specifications of
the request for Tenders; except as specifically disclosed pursuant to
paragraph (5) (b) above;

In addition, there has been no consultation, communication, agreement or
arrangement with any competitor regarding the quality, quantity,
specifications or delivery particulars of the works or services to which this
request for tenders relates, except as specifically authorized by the procuring
authority or as specifically disclosed pursuant to paragraph (5)(b) above;

The terms of the Tender have not been, and will not be, knowingly disclosed
by the Tenderer, directly or indirectly, to any competitor, prior to the date
and time of the official tender opening, or of the awarding of the Contract,
which ever comes first, unless otherwise required by law or as specifically
disclosed pursuant to paragraph (5) (b) above.

Name

Title

Date

[Name, title and signature of authorized
agent of Tenderer and Date]

Page 64 of 147




iii) SELF-DECLARATION FORMS

FORM SD1

SELF DECLARATION THAT THE PERSON/TENDERER IS NOT
DEBARRED IN THE MATTER OF THE PUBLIC PROCUREMENT AND
ASSET DISPOSAL ACT 2015

......................................... in the Republic of .............cooiiiiiiiiin,
do hereby make a statement as follows:-

1 THAT | am the Company Secretary/ Chief Executive/ Managing Director /Principal
Officer/Director of ........

................................................... (insert name of the Company) who
is a Bidder in respect of Tender No. ......................

title/description) for

.......................... (insert name of the Procuring entity) and duly
authorized and competent to make this statement.

2 THAT the aforesaid Bidder, its Directors and subcontractors have not been
debarred from participating in procurement proceeding under Part IV of the
Act.

3 THAT what is deponed to herein above is true to the best of my knowledge,
information and belief.

{;I;itle) (Signature) (Date)

Bidder Official Stamp
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FORM SD2

SELF DECLARATION THAT THE PERSON/TENDERER WILL NOT ENGAGE IN
ANY CORRUPT OR FRAUDULENT PRACTICE

make a statement as follows:-

1 THAT I am the Chief Executive/Managing Director/Principal Officer/Director of
et e e et et e rreereeteereeeereeseee e e s (INSEFT NAME OF the
Company) who is a Bidder in respect of Tender No................cccoeenen, for
.......................... (insert tender title/description) for ..................(insert name of
the Procuring entity) and duly authorized and competent to make this statement.

2. THAT the aforesaid Bidder, its servants and/or agents /subcontractors will
not engage in any corrupt or fraudulent practice and has not been requested
to pay any inducement to any member of the Board, Management, Staff
and/or employees and/or agents of......................... (insert name of the
Procuring entity) which is the procuring entity.

3. THAT the aforesaid Bidder, its servants and/or agents /subcontractors have
not offered any inducement to any member of the Board, Management, Staff
and/or employees and/or agents of......................... (name of the
procuring entity)

4, THAT the aforesaid Bidder will not engage /has not engaged in any corrosive
practice with other bidders participating in the subject tender

5. THAT what is deponed to here in above is true to the best of my knowledge
information and belief.

(Title) (Signature) (Date)

Bidder's Official Stamp
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DECLARATION AND COMMITMENT TO THE CODE OF ETHICS

) et e e b e te et et e e teere e benreare et e resreaneenrn (person) on
behalf of (Name of the Business/ Company/Firm)
PPN « [<1o] F- 1 (<l o -1 o B AV
read and fully understood the contents of the Public Procurement & Asset Disposal Act,
2015, Regulations and the Code of Ethics for persons participating in Public Procurement
and Asset Disposal and my responsibilities under the Code.

I do hereby commit to abide by the provisions of the Code of Ethics for persons
participating in Public Procurement and Asset Disposal.

Name of Authorized
SIONALONY ...tttk b e bR bbb bRttt ettt

OffiCe AddrESS. .t e,
Telephone..........ccoooviiiiiiiiiiii i eceseeseesien. B
IOIAI L. ettt e

Name of the
FIrM/COMPANY. ...t ettt b ettt

(Company Seal/ Rubber Stamp where applicable)

Witness
NI . e
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iv)

11

2.1

2.2

APPENDIX1-FRAUD AND CORRUPTION
(Appendix I shall not be modified)
Purpose

The Government of Kenya's Anti-Corruption and Economic Crime laws and
their sanction's policies and procedures, Public Procurement and Asset
Disposal Act (no. 33 of 2015) and its Regulation, and any other Kenya's Acts
or Regulations related to Fraud and Corruption, and similar offences, shall
apply with respect to Public Procurement Processes and Contracts that are
governed by the laws of Kenya.

Requirements

The Government of Kenya requires that all parties including Procuring
Entities, Tenderers, (applicants/proposers), Consultants, Contractors and
Suppliers; any Sub-contractors, Sub-consultants, Service providers or
Suppliers; any Agents (whether declared or not); and any of their Personnel,
involved and engaged in procurement under Kenya's Laws and Regulation,
observe the highest standard of ethics during the procurement process,
selection and contract execution of all contracts, and refrain from Fraud and
Corruption and fully comply with Kenya's laws and Regulations as per
paragraphs 1.1labove.

Kenya's public procurement and asset disposal act (no. 33 of 2015) under
Section 66 describes rules to be followed and actions to be taken in dealing
with Corrupt, Coercive, Obstructive, Collusive or Fraudulent practices, and
Conflicts of Interest in procurement including consequences for offences
committed. A few of the provisions noted be low highlight Kenya's policy of
no tolerance for such practices and behavior:

1) A person to whom this Act applies shall not be involved in any
corrupt, coercive, obstructive, collusive or fraudulent practice; or
conflicts of interest in any procurement or asset disposal proceeding;

2) A person referred to under sub section (1) who contravenes the
provisions of that sub-section commits an offence;

3  Without limiting the generality of the subsection (1) and (2), the person shall be:

a) disqualified from entering into a contract for a procurement or asset
disposal proceeding; or

b) if a contract has already been entered into with the person, the contract shall

be voidable;

4)  The voiding of a contract by the procuring entity under subsection (7)
does not limit any legal remedy the procuring entity may have;

An employee or agent of the procuring entity or a member of the Board or
committee of the procuring entity who has a conflict of interest with respect
to a procurement: -

a)  Shall not take part in the procurement proceedings;
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4.1

b)  shall not, after a procurement contract has been entered into, take part
in any decision relating to the procurement or contract; and

¢)  Shall not be a subcontractor for the tender to whom was awarded
contract, or a member of the group of tenders to whom the contract
was awarded, but the subcontractor appointed shall meet all the
requirements of this Act.

An employee, agent or member described in subsection (1) who refrains
from doing anything prohibited under that subsection, but for that
subsection, would have been within his or her duties shall disclose the
conflict of interest to the procuring entity;

If a person contravenes subsection (1) with respect to a conflict of interest
described in subsection (5) (a) and the contract is awarded to the person or
his relative or to another person in whom one of them had a direct or indirect
pecuniary interest, the contract shall be terminated and all costs incurred by
the public entity shall be made good by the a warding officer. etc.

In compliance with Kenya's laws, regulations and policies mentioned above, the
Procuring Entity:

a)  Defines broadly, for the purposes of the above provisions, the terms set forth
below as follows:

i)  “corrupt practice” is the offering, giving, receiving, or soliciting,
directly or indirectly, of anything of value to influence improperly
the actions of another party;

ii) “fraudulent practice” is any act or omission, including
misrepresentation, that knowingly or recklessly misleads, or
attempts to mislead, a party to obtain financial or other benefit or
to avoid an obligation;

iii) “collusive practice” is an arrangement between two or more
parties designed to achieve an improper purpose, including to
influence improperly the actions of another party;

iIV) “coercive practice” is impairing or harming, or threatening to
impair or harm, directly or indirectly, any party or the property of
the party to influence improperly the actions of a party;

V) “obstructive practice” is:

a) deliberately destroying, falsifying, altering, or concealing of
evidence material to the investigation or making false
statements to investigators in order to materially impede
investigation by Public Procurement Regulatory Authority
(PPRA) or any other appropriate authority appointed by
Government of Kenya into allegations of a corrupt,
fraudulent, coercive, or collusive practice; and/or threatening,
harassing, or intimidating any party to prevent it from
disclosing its knowledge of matters relevant to the
investigation or from pursuing the investigation; or

b) acts intended to materially impede the exercise of the PPRA's
or the appointed authority's inspection and audit rights
provided for under paragraph 2.3e. below.
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c) Defines more specifically, in accordance with the above
procurement Act provisions set forth for fraudulent and
collusive practices as follows:

"fraudulent practice” includes a misrepresentation of fact in
order to influence a procurement or disposal process or the
exercise of a contract to the detriment of the procuring entity
or the tenderer or the contractor, and includes collusive
practices amongst tenderers prior to or after tender
submission designed to establish tender prices at artificial
non-competitive levels and to deprive he procuring entity of
the benefits of free and open competition.

c) Rejects a proposal for award1 of a contract if PPRA
determines that the firm or individual recommended for
award, any of its personnel, or its agents, or its sub-
consultants, sub- contractors, service providers, suppliers
and/ or their employees, has, directly or indirectly, engaged
in corrupt, fraudulent, collusive, coercive, or obstructive
practices in competing for the contract in question;

d) Pursuant to the Kenya's above stated Acts and Regulations,
may sanction or recommend to appropriate authority(ies) for
sanctioning and debarment of a firm or individual, as
applicable under the Act sand Regulations;

e) Requires that a clause be included in Tender documents and
Request for Proposal documents requiring (i) Tenderers
(applicants/proposers),  Consultants,  Contractors, and
Suppliers, and their Sub-contractors, Sub-consultants,
Service providers, Suppliers, Agents personnel, permit the
PPRA or any other appropriate authority appointed by

Government of Kenya to inspectzall accounts, records and
other documents relating to the procurement process,
selection and/or contract execution, and to have them audited
by auditors appointed by the PPRA or any other appropriate
authority appointed by Government of Kenya; and

f)  Pursuant to Section 62 of the above Act, requires
Applicants/Tenderers to  submit along with their
Applications/Tenders/Proposals a “Self-Declaration Form” as
included in the procurement document declaring that they
and all parties involved in the procurement process and
contract execution have not engaged/will not engage in any
corrupt or fraudulent practices.

LFor the avoidance of doubt, a party's ineligibility to be awarded a contract shall include,
without limitation, (i) applying for pre-qualification, expressing interest in
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A consultancy, and rendering, either directly or as a nominated sub-contractor,
nominated consultant, nominated manufacturer or supplier, or nominated service
provider, in respect of such contract, and (ii) entering into an addendum or
amendment introducing a material modification to any existing contract.

2 Inspections in this context usually are investigative (i.e., forensic) in nature. They
involve fact-finding activities undertaken by the Investigating Authority or persons
appointed by the Procuring Entity to address specific matters related to
investigations/ audits, such as evaluating the veracity of an allegation of possible
Fraud and Corruption, through the appropriate mechanisms. Such activity includes
but is not limited to: accessing and examining a firm's or individual's financial
records and information, and making copies thereof as relevant; accessing and
examining any other documents, data and information (whether in hard copy or
electronic format)deemed relevant for the investigation/ audit, and making copies
there of as relevant; interviewing staff and other relevant individuals; performing
physical inspections and site visits; and obtaining third party verification of
information.

Page 71 of 147




2. TENDERER INFORMATION FORM

[The Tenderer shall fill in this Form in accordance with the instructions indicated
below. No alterations to its format shall be permitted and no substitutions shall be
accepted.]

Date:. i [insert date (as day, month and year) of Tender
submission]

ITT NO e, [insert number of Tendering process]

Alternative NO:........coocevrvverieienenne, [insert identification No if this is a Tender for an
alternative]

1. TeNderer's NAME: .....ovcviiice e [insert

Tenderer's legal name]

2 In case of JV, legal name of each member:
.................................................. [insert legal name of each member in JV]

3 Tenderer's actual or intended country of registration:
..................................... [insert actual or intended country of registration]

4, Tenderer's year Of registration: ..........ccccooevriririneneee e [insert
Tenderer's year of registration]

5 Tenderer's Address in country of registration;
.................................................. [insert Tenderer's legal address in country of
registration]

6. Tenderer's Authorized Representative Information

NAME: .o [insert Authorized Representative's
name]

AAUIESS. .. [insert Authorized Representative's
Address]

Telephone:. ... [insert Authorized Representative's

Email AAress:.......ccoovviveniininiieneee s [insert Authorized Representative's
email address]

7. Attached are copies of original documents Of...........cccccocvvenenne [check the
box(es) of the attached original documents]

Articles of Incorporation (or equivalent documents of constitution or
association), and/or documents of registration of the legal entity named
above, in accordance with ITT 4.4.

In case of JV, Form of intent to form JV or JV agreement,
in accordance with ITT 4.1. In case of state-owned enterprise
or institution, in accordance with 1TT4.6 documents
establishing:
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i)  Legal and financial autonomy
ii)  Operation under commercial law

iii) Establishing that the Tenderer is not under the supervision of the agency of
the Procuring Entity

A current tax clearance certificate or tax exemption certificate in case of
Kenyan tenderers issued by the Kenya Revenue Authority in accordance
with ITT 4.14.

8 Included are the organizational chart, a list of Board of Directors, and the beneficial
ownership.
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TENDER-SECURING DECLARATION FORM

[The Bidder shall complete this Form in accordance with the
instructions indicated]
DAt i [insert date(as day,

Tender NO.i...vie e [insert number of tendering process]

ert complete name of Purchaser] 1/We, the
undersigned, declare that:

1 I/We understand that, according to your conditions, bids must be supported by a
Tender-Securing Declaration.

2 I/We accept that | / we will automatically be suspended from being eligible
for tendering in any contract with the Purchaser for the period of time of
[insert number of months or years] starting on [insert date], if we are in
breach of our obligation (s) under the bid conditions, because we — (a) have
withdrawn our tender during the period of tender validity specified by us in
the Tendering Data Sheet; or (b) having been notified of the acceptance of
our Bid by the Purchaser during the period of bid validity, (i) fail or refuse to
execute the Contract, if required, or(ii) fail or refuse to furnish he
Performance Security, in accordance with the instructions to tenders.

3 I/We understand that this Tender Securing Declaration shall expire if we are
not the successful Tenderer(s), upon the earlier of:

a)  Our receipt of a copy of your notification of the name of the successful
Tenderer; or

b)  thirty days after the expiration of our Tender.

4 I / We understand that if | am / we are / in a Joint Venture, the Tender
Securing Declaration must be in the name of the Joint Venture that submits
the bid , and the Joint Venture has not been legally constituted at the time of
bidding, the Tender Securing Declaration shall be in the names of all future
partners as named in the letter of intent.

Name

eeeoeteeeeseeesennr. DUl aUthoFiZed to sign the bid for and on behalf of:
........................ [insert complete name of Tenderer] Dated on

wdayof.. ... [Insert date
of signing]

Seal or stamp
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QUALIFICATION FORMS

6. FOREIGN TENDERERS 40% RULE

Pursuant to ITT 4.10, a foreign tenderer must complete this form to
demonstrate that the tender fulfils this condition.

ltem

Description of Work Item

Describe location of
Source

COST in
K. shillings

Comments, if
any

Local Labor

Sub contracts from Local sources

Local materials

Use of Local Plant and Equipment

Add any other items
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Item | Description of Work Item Describe location of | COST in Comments, if
Source . any
K. shillings
3
4
5
6
TOTAL COST LOCAL CONTENT XXXXX

PERCENTAGE OF CONTRACT PRICE
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7. FORM EQU: EQUIPMENT

The Tenderer shall provide adequate information to demonstrate clearly that it has
the capability to meet the requirements for the key equipment listed in Section Ill,
Evaluation and Qualification Criteria. A separate Form shall be prepared for each
item of equipment listed, or for alternative equipment proposed by the Tenderer.

Item of equipment

Equipment Name of manufacturer Model and power rating
information

Capacity Year of manufacture

Current status | Current location

Details of current commitments

Source Indicate source of the equipment

0 Owned O Rented [ Leased [ Specially manufactured

Omit the following information for equipment owned by the Tenderer.

Owner Name of owner
Address of owner
Telephone Contact name and title
Fax Telex

Agreements Details of rental / lease / manufacture agreements specific to the project
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1 NOTIFICATION OF INTENTION TO AWARD

[This Notification of Intention to Award shall be sent to each Tenderer that submitted a
Tender.] [Send this Notification to the Tenderer's Authorized Representative named in the
Tenderer Information Form] For the attention of Tenderer's Authorized Representative

NAME: oo [insert Authorized Representative's name]
AAAIESS: ..o [insert Authorized Representative's Address]
Telephone NUMDErS: ..o [insert Authorized Representative's telephone/fax
numbers]

Email AdAress:.......cooovviiineniiceeseiee [insert Authorized Representative's email address]

[IMPORTANT: insert the date that this Notification is transmitted to Tenderers. The
Notification must be sent to all Tenderers simultaneously. This means on the same date and as
close to the same time as possible.]

DATE OF TRANSMISSION: ..ot This Notification is sent by: [email/fax] on
[date] (local time)

Procuring Entity: .....c.cccooovviiiviiiccie, [insert the name of the Procuring Entity]

Contract title:........cooeovviieiiecce [insert the name of the contract]

ITT NO: (e [insert ITT reference number from Procurement Plan]

This Notification of Intention to Award (Notification) notifies you of our decision to award the
above contract. The transmission of this Notification begins the Standstill Period. During the
Standstill Period you may:

a) Request a debriefing in relation to the evaluation of your Tender, and/or

b) Submit a Procurement-related Complaint in relation to the decision to award the contract.

1). The successful Tenderer

Name: [insert name of successful Tenderer]
Address: [insert address of the successful Tenderer]
Contract price: [insert contract price of the successful Tender]

ii). Other Tenderers [INSTRUCTIONS: insert names of all Tenderers that submitted a
Tender. If the Tender's price was evaluated include the evaluated price as well as the
Tender price as read out.]
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Name of Tenderer

Tender price

Evaluated Tender price (if applicable)

[insert name]

[insert Tender price]

[insert evaluated price]

[insert name]

[insert Tender price]

[insert evaluated price]

[insert name]

[insert Tender price]

[insert evaluated price]

[insert name]

[insert Tender price]

[insert evaluated price]

[insert name]

[insert Tender price]

[insert evaluated price]
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iii). How to request a debriefing

DEADLINE: The deadline to request a debriefing expires at midnight on [insert date] (local
time).

You may request a debriefing in relation to the results of the evaluation of your Tender. If you
decide to request a debriefing your written request must be made within three (3)Business Days of
receipt of this Notification of Intention to Award.

Provide the contract name, reference number, name of the Tenderer, contact details; and address
the request for debriefing as follows:

ALENLION: oo [insert full name of person, if applicable]
Title/pPoSItioN: .....ccccveveveiiieceecc e [insert title/position]

AGENCY: cviiiiieeeee e [insert name of Procuring Entity]

Email address:........ccccccevvevceiieciccc e, [insert email address]

If your request for a debriefing is received within the3Business Days deadline, we will provide the
debriefing within five (5) Business Days of receipt of your request. If we are unable to provide the
debriefing within this period, the Standstill Period shall be extended by five (5) Business Days
after the date that the debriefing is provided. If this happens, we will notify you and confirm the
date that the extended Standstill Period will end.

The debriefing may be in writing, by phone, video conference call or in person. We shall promptly
advise you in writing how the debriefing will take place and confirm the date and time.

If the deadline to request a debriefing has expired, you may still request a debriefing. In this case,
we will provide the debriefing as soon as practicable, and normally no later than fifteen (15)
Business Days from the date of publication of the Contract Award Notice.

iv. How to make a complaint

Period: Procurement-related Complaint challenging the decision to award shall be submitted
by [insert date and time].

Provide the contract name, reference number, name of the Tenderer, contact details; and address
the Procurement- related Complaint as follows:

Attention:.......ccoevv e, [insert full name of person, if applicable]
Title/position:........cccoovvviviiiieeeees [insert title/position]

AQENCY: it [insert name of Procuring Entity]

Email address:........cccooveveveivineiennns [insert email address]

At this point in the procurement process, you may submit a Procurement-related Complaint
challenging the decision to award the contract. You do not need to have requested, or received, a
debriefing before making this complaint. Your complaint must be submitted within the Stand still
Period and received by us before the Stand still Period ends.

In summary, there are four essential requirements:

Page 80 of 147



o~ 0N

You must be an 'interested party'. In this case, that means a Tenderer who submitted a Tender
in this tendering process, and is the recipient of a Notification of Intention to Award.

The complaint can only challenge the decision to award the contract.
You must submit the complaint within the period stated above.
You must include, in your complaint, all of the information required to support the complaint.

The application must be accompanied by the fees set out in the Procurement Regulations, which
shall not be

refundable (information available from the Public Procurement Authority at info@ppra.go.ke

or Authority at complaints@ppra.go.ke
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v). Standstill Period

DEADLINE: The Standstill Period is due to end at midnight on [insert date] (local time).

The Standstill Period lasts ten (10) Business Days after the date of transmission of this
Notification of Intention to Award.

The Standstill Period may be extended as stated in
Section 4 above. If you have any questions regarding this
Notification please do not hesitate to contact us.

On behalf of the Procuring Entity:

Signature: Name: Title/position:_

Telephone: Email:
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2 LETTER OF AWARD

[Form head paper of the Procuring Entity]

This is to notify you that your Tender
dated[date]forexecutionofthe/nameofthe Contractandidentificationnumber, as given in the Special
Conditions of Contract] for the Contract Price of the equivalent of [amount in numbers and
words] [name of currency], as corrected and modified in accordance with the Instructions to
Tenderers is hereby accepted by us (Procuring Entity).

You are requested to furnish the Performance Security within 28days in accordance with the
Conditions of Contract, using, for that purpose, one of the Performance Security Forms included
in Section VIII, Contract Forms, of the tender document.

Please return the attached Contract dully
signed

Attachment: Contract
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3 FORM OF CONTRACT [Form head paper of the Procuring Entity]

LUMP SUM REMUNERATION
This CONTRACT (herein after called the “Contract”) is made the [day] day of the month
of[month],[year], between, on the one hand,[name of Procuring Entity](herein after called the
“Procuring Entity”) and, on the other hand, [name of Service Provider](hereinafter called the*
Service Provider”).

[Note: In the text below text in brackets is optional, all notes should be deleted in final text. If the
Service Provider consist of more than one entity, the above should be partially amended to read
as follows:*...(herein after called the “Procuring Entity”) and, on the other hand, a joint venture
consisting of the following entities, each of which will be jointly and severally liable to the
Procuring Entity for all the Service Provider's obligations under this Contract, namely, [name of
Service Provider]and[name of Service Provider](herein after called the “Service Provider”).]

WHEREAS

a) The Procuring Entity has requested the Service Provider to provide certain Services as
defined in the General Conditions of Contract attached to this Contract (herein after
called the “Services”);

b) the Service Provider, having represented to the Procuring Entity that they have the
required professional skills, and personnel and technical resources, have agreed to
provide the Services on the terms and conditions set forth in this Contract at a contract
priceof........coooeiiiiinns ;

NOW THEREFORE the parties hereto hereby agree as follows:

1 The following documents shall be deemed to form and be read and construed as part of this
Agreement, and the priority of the documents shall be as follows:

a) The Form of Acceptance;

b) The Service Provider's Tender

c) The Special Conditions of Contract;
d) The General Conditions of Contract;
e) The Specifications;

f)  The Priced Activity Schedule; and

g) The following Appendices: [Note: If any of these Appendices are not used, the words
“Not Used” should be inserted below next to the title of the Appendix and on the sheet
attached hereto carrying the title of that Appendix.]

Appendix A:
Description of the
Services Appendix B:
Schedule of Payments
Appendix C:
Subcontractors
Appendix D:
Breakdown of Contract
Price

Appendix E: Services and Facilities Provided by the Procuring Entity
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The mutual rights and obligations of the Procuring Entity and the Service Provider shall be
as set forth in the Contract, in particular:

a) The Service Provider shall carry out the Services in accordance with the provisions of the
Contract; and

b)  The Procuring Entity shall make payments to the Service Provider in accordance with
the provisions of the Contract.

INWITNESSWHERE OF, the Parties here to have caused this Contract to be signed in their
respective names as of the day and year first above written.

For and on behalf of [name of Procuring Entity]

[Authorized Representative]

For and on behalf of [name of Service Provider]

[Authorized Representative]

[Note :If the Service Provider consists of more than one entity, all these entities should
appear as signatories, e.g., in the following manner:]

For and on behalf of each of the Members of the Service Provider
.............................................................................. [name of member]
.............................................................................. [Authorized Representative]
.............................................................................. [name of member]

.............................................................................. [Authorized Representative]
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4 FORM OF TENDER-SECURING DECLARATION

[The Tenderer shall fill in this Form in accordance with the instructions indicated.]

Date:...cooveececeeecece e [date (as day, month and year)]
ITT NO.. e [number of Tendering process]
Alternative NO:.......cooveveieeeee e [insert identification No if this is a Tender for an

0 it [complete name of Procuring Entity] We, the
undersigned, declare that: We understand that, according to your conditions, Tenders must
be supported by a Tender-Securing Declaration.

We accept that we will automatically be suspended from being eligible for Tendering or
submitting proposals in any contract with the Procuring Entity for the period of time of [number
of months or years]starting on [date],if we are in breach four obligation(s) under the Tender
conditions, because we:

a) Have withdrawn our Tender during the period of Tender validity specified in the Form of
Tender; or

b) having been notified of the acceptance of our Tender by the Procuring Entity during the
period of Tender validity, (i) fail to sign the Contract agreement; or (ii) fail or refuse to
furnish the Performance Security, if required, in accordance with the ITT.

We understand this Tender Securing Declaration shall expire if we are not the successful
Tenderer, upon the earlier of (i) our receipt of your notification to us of the name of the successful

Tenderer; or (ii) twenty-eight days after the expiration of our Tender.

Name of the Tenderer*

Name of the person duly authorized to sign the Tender on behalf of the Tenderer**

Title of the person signing the Tender

Signature of the person named above

Date signed day of ,

*: In the case of the Tender submitted by joint venture specify the name of the Joint Venture as
Tenderer

**: Person signing the Tender shall have the power of attorney given by the Tenderer attached to the
Tender

[Note: In case of a Joint Venture, the Tender-Securing Declaration must be in the name of all
members to the Joint Venture that submits the Tender.
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PART Il - PROCURING ENTITY'S REQUIREMENTS
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SECTION VI: SCHEDULE OF REQUIREMENTS AND PRICES

LOT 1: SD-WAN and Internet connectivity to KMD headquarters and its eight (8) branches
through Wide Area Network (WAN).

(a) Recurrent Monthly costs

No | Office Location Description | Capacity | Required Qty/UOM | Monthly | Total
Required | Media Recurrent | annual
(Mbps) (Months) | cost(ksh) | Cost
(Ksh)
1 <MD HO Dagoretti Corner, Primary 120 Fiber optic 12
Ngong Road backup 80 Fiber optic 12
2 Jomo Kenyatta 20 12
International Airport - Fiber optic
JKIA Meteorological office Primary
at Ground Floor,
Tower Building
3 Wilson Wilson Airport 10 12
Airport Meteorological office Primary Fiber optic
P at KCAA Tower
4 Moi - . . 10 . . 12
Airbase Moi Airbase Eastleigh Primary Fiber optic
5 Meteorological Office, 10 12
Mombasa | Ground Floor, KCAA Primary Fiber optic
Tower Building
6 Kisumu Kisumu International Primary 10 Fiber optic 12
airport
7 . 10 Fiber 12
Eldoret ;Ird%rre;t International Primary optic/Fixed
P wireless
8 10 Fiber 12
Malindi Malindi Airport Primary optic/Fixed
wireless
9 S 10 Fiber 12
Nanyuki Ll\‘lauklpli_Alrbase Primary optic/Fixed
anyuxi wireless
Sub Total
Excise
Vat

Total cost (A)
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Other costs

No | Service Qty/UOM Total
Description/Location . Cost
Unit Cost (KSh)
(Ksh)
1 One off Cost LOT
(Installation/fixed cost)
2 SD-WAN Network 1
firewall and content
filtering appliance for
KMD HQ
3 SD-WAN Network 8
firewall and content
filtering appliance for
Remote sites
4 Security  Management 1
& Logging Appliance
4 Website and Domain 12
hosting
Sub Total
Excise duty
Vat

Total cost (B)

Grand Total (A+B)

LOT 2. Institute for Meteorological Training and Research (IMTR)

NO. | Item Description Qty/UOM Unit Total Price (Ksh)
Price(Ksh)
1 Internet service provision 12 Months
capacity 60 Mbps
2 One off Cost | LOT
(Installation/fixed cost)
3 Website, email and Domain | 12 Months
hosting
4 SD-WAN Network firewall 1
and content filtering
appliance
Total Price

Page 89 of 147




Signature of tenderer

Note:
In case of discrepancy between unit price and total, the unit price shall prevail.
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DESCRIPTION OF SERVICES

1. LOT 1. Technical Requirements for SD-WAN and Internet Solution for KMD
6.1 TECHNICAL REQUIREMENTS
1.1.INTRODUCTION

The Kenya Meteorological Department (KMD) is a Department in the Ministry of Environment,
Climate Change and Forestry (MECCF) and is responsible for the provision of Meteorological and
Climatologically services in Kenya. KMD operates a National and Regional data communication
Network that connects to its Regional Telecommunication Hub (RTH)-Nairobi and the Global
Telecommunication System (GTS) of the World Meteorological Organization (WMO)

In line with its mandate, KMD is to operates and maintains an efficient data communication network
to support meteorological and aeronautical services among others.

Currently, KMD headquarters at Dagoretti Corner, Nairobi is connected to 100Mbps internet link and
operates a Wide Area Network over MPLS to Jomo Kenyatta International Airport (JKIA), Moi
International Airport (MIA), Wilson Airport, Malindi Airport, Eldoret International Airport (EIA),
Kisumu Airport, Moi Air Base (Eastleigh) and Laikipia Airbase (Nanyuki).

Regionally, KMD headquarters operates dedicated data links with Entebbe (Uganda), Seychelles,
Mauritius, La Reunion, Dar-es-salaam (Tanzania) and Pretoria (South Africa). KMD is also connected
to the Main trunk Network of the WMO through a VPN data link to Offenbach (Germany) and
Toulouse in France

KMD is therefore seeking for a solution from experienced qualified Network Facilities Provider (NFP)
-Tier 1 to supply, Install and Commission Software Defined Wide Area Network (SD-WAN)
infrastructure and Internet connectivity between the headquarters and its eight (8) branches. The
proposed internet link should allow for VPN links to Offenbach (Germany), Toulouse-France,
Pretoria-South Africa, Uganda, Tanzania and other GTS centers.

The objective is to provide the following:

i.  Reliable and secure data exchange and access of meteorological applications and data systems
from headquarters and airport offices.

ii.  To Supply, Install and Configure Nine (9 No) Software Defined Wide Area Network Devices
to interconnect the Airports and KMD Headquarter offices.

iii.  User-friendly secure web-based dashboard for devices and network management and
monitoring

iv.  Provision of Licenses Subscription for a period of Three (3 No) Years.
v.  Provide Technical Support and Maintenance of the SD-WAN for a Period of Three (3 No)

Years
vi.  Train Six (6) KMD’s Network administrators
vii.  Provide internet connectivity to each site.
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Project Scope and Deliverables

1. Provide internet connection with bandwidth of 120Mbps with 80 Mbps redundant link provision,
To Design, supply, install, configure and test network equipment for SD-WAN Implementation across
KMD Headquarters and 8 airports as per the tender specifications;

3. Deploy Next Generation Network firewall with Security tools, rules and policies for all the SD-
WAN devices

4. Provide License Subscription for the SD-WAN devices from the Equipment manufacturer for 3
Years.

5. Integration of the proposed SD-WAN with existing KMD’s Networking equipment.

6. provide at least thirteen (13) Public Addresses

7provide Domain and Web hosting services for KMD for the contract period.

Domains to be hosted: DNS and website
8. Provide technical Support and Maintenance for a Period of Three (3 No) Years
9. Train System six (6) network administrators

10. Provide Service Level Agreement (SLA) for the services.

No Site/Office Location/Town
1 .
KMD HQ Dagoretti Corner, Ngong Road
? I
. . Jomo Kenyatta International Airport -
Jomo Kenya International Airport Meteorological office at Ground Floor, Tower
(JKIA) o
Building
3 - - - -
Wilson Airport Wilson Alr_port_ Meteorological office at KCAA
Tower, Nairobi
4 . . A
Moi Airbase Meteo_rologlgal Qfﬁce Moi Airbase
Eastleigh,Nairobi
5 Meteorological Office, Ground Floor, KCAA
Mombasa Tower Building, Mombasa International Airport
6 _ Meteorological Office,
Kisumu . . .
Kisumu International airport
7 Meteorological Office
Eldoret ] )
Eldoret International airport
8
Malindi Meteorological Office, Malindi Airport
9 _ Meteorological Office,
Nanyuki R ]
Laikipia Airbase,Nanyuki
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Mandatory Technical Requirements

Vi.

Vil.

viii.

Xi.

Xii.

Xiii.

Xiv.

XV.

XVI.

XVil.

The bidder must show proof that they are licensed by Communications Authority of Kenya
as tier one (1) Network Facilities Provider

The bidder must fulfil all the requirements, no partial bids will be accepted.

The bidder must provide dedicated (CIR=1:1) and unlimited non-shared required minimum
link capacities for KMD HQ internet, and SD WAN links for each of the (8) Regional
offices is provided in the table below.

The Bid will include itemization of vendor-owned, Customer Premise Equipment (CPE)
necessary for connectivity that will be placed within the customer premises. NB. KMD will
not provide any equipment to facilitate the connectivity.

The Bidder must demonstrate that it has an existing national network footprint in the areas
where KMD sites are located.

The provider must provide in its bid the proposed plan, design and setup of the Internet and
SD-WAN connection and expected time line for deployment.

The Bidder must provide a draft of their Service Level Agreement (SLA) specifying service
guarantees, technical support response time guarantees, and reimbursements where
applicable, and support availability.

The installation, testing and commissioning of Data links shall be executed in the presence
of KMD’s representative who shall at all times have access to the works.

The bidder must provide domain transfer (if necessary) and hosting services. In addition, the
bidder must provide SSL website hosting. The cost (if any) of these services must be
included in the financial proposal

The bidder must provide public IP addresses for internet connectivity/services for each site.

The Provider must provide a peering diagram listing its current and planned connectivity
capacity to local KIXP, as well as international peers (if such direct international peering is
available).

A detailed list shall be provided showing all of the Bidder’s current clients connected
through the Bidder’s Data Network. This list should include customer contact, including e-
mail addresses.

The Bidder MUST have redundant Internet gateways through submarine cables with at least
two geographically and logically independent routes with automated failover.

The Bidder MUST indicate the proposed backup link technologies in case of failure

The NFP must be able to provide optic fiber cable at all sites and ONLY in exceptional
circumstances use a fixed wireless broadband Network with guaranteed bandwidth in the
remote sites.

The Provider must provide SD-WAN devices with Next Generation Network firewall and
content filtering, Network monitoring tools and a web-based interface to be used by
technical support staff at the KMD. These tools must be able to provide a detailed report
including port, IP and protocol.

The Bidder must have skilled technical support providing 24 x 7 with a presence in the areas
where KMD sites are located.
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XViil.

XiX.

XX.

XXI.

Network availability and Quality of Connection should be not less than 99.9% in uptime per
month

The Bidder must provide both proactive and reactive monitoring and reporting to
communicate failure and resolve with a clear escalation and responsibility procedure in
reporting faults and outages.

In case of equipment fault, the Bidder must be able to provide standby equipment to replace
immediately the faulty equipment once the defect is found or reported.

The Bidder must provide evidence that it has the necessary personnel to implement the
required solution. The CVs and current valid copies of certified certificates of the technical
personnel must be attached. Project Manager, Project Engineer, Network Engineers and
Cyber Security engineers
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i. List of sites to be connected under KMD D-WAN Specifications

No | Office Location Description Capacity Required
Required Media
(Mbps)
1 Dagoretti Primary 120 Fiber optic
KMD HQ | Corner, Ngong . .
Road Redundant link 80 Fiber optic
2 30
Jomo Kenyatta
In_ternational Fiber optic
Airport -
JKIA Meteorological Primary
office on
Ground Floor,
Tower Building
3 Wilson Airport 10 Fiber
Wilson Meteorological . s
- : Primary optic/Fixed
Airport office at KCAA Wireless
Tower
4 . . 10 Fiber
"XI.O:) I';/I OltlAlrEase Primary optic/Fixed
irbase astleig Wireless
i Ofice, Grounc ° Fiber
Mombasa Floor, KCAA Primary optic/Fixed
s Wireless
Tower Building
6 Kisumu 10 Fiber
Kisumu International Primary optic/Fixed
airport Wireless
7 Eldoret 10 Fiber
Eldoret International Primary optic/Fixed
airport Wireless
8 10 Fiber
Malindi Malindi Airport Primary optic/Fixed
Wireless
9 Laikipia 10 Fiber
Nanyuki | Airbase Primary optic/Fixed
,Nanyuki Wireless
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Next-Generation Firewall (NFFW) - KMD HQ QTY 1

SN

Component

Specifications Compliance of

specifications
Compliant/Non-
compliant

Firewall
Specifications

Must support a minimum of 12 x GE RJ45 Ports,

Must support a minimum of 8 x GE SFP Slots, 2 x
10GE/GE SFP+/SFP Slots and 4 x GE RJ45
Management/DMZ/HA Ports,

Redundant power supply 240Vac

Must support at least 1.5million concurrent sessions.

ltem

Description

Architecture

The NFP shall provide SD-WAN across the HQ and 8 airport offices.

SD-WAN should be configurable and managed from KMD headquarters to all
offices as listed in section 2 above.

Each site will be configured with its own unique IP address.

Capacities

as specified in this document

Configurations and
features

Scalability — The setup should allow easy addition and removal of
sites as well as the variation of bandwidth capacities

Traffic prioritization — The setup must allow configuration of
prioritizing between data, voice and traffic based on IP protocols and
application

Quality of Service (QOS) — Setup must be able to provide for
configuration of QOS to enable smooth transfer of traffic. Monitoring
and management of network — The setup must provide a user-friendly
bandwidth management platform

Security

Next Generation Firewall must provide tools, rules and policies that
ensures secure network and high availability of services.

The Firewall must also provide proactive tools to stop any cyber-
attacks and malicious traffic on the network.

Support

The NSP shall be responsible maintenance, warranty and annual subscriptions
for all the active network devices and software modules provided
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Must support at least 50,000 New Sessions/Second

Must support at least 1 Gbps of firewall throughput

Must support at least 1.5 Gbps
Enterprise/Production IPS throughput

Must support at least 1 Gbps SSL Inspection
throughput

Must support at least 1.0 Gbps Enterprise/

Production Threat Protection Throughput

Must support at least 13 Gbps IPSec VPN throughput
(AES256-SHA256

Must support at least 10,000 firewall policies

Must have a minimum 480 GB SSD internal storage

1.2

Stateful
Firewall

Features

Must have the following licenses included
Application Control, IPS, AV, Mobile Security, DNS
Filtering, Web Filtering and Sandbox

It Must be possible to operate the firewall in
“bridge mode” or "transparent mode” apart from

the standard NAT mode

The Firewall must provide NAT functionality,

including PAT.

Must support “Policy-based NAT”

The Firewall Must provide advanced NAT
capabilities, supporting NAT Traversal for services

like SIP/H.323 /SCCP

Firewall Must support Voice based protocols like

H.323, SIP, SCCP, MGCP etc

The Firewall Must support User-Group based
Authentication (Identity based Firewalling) &
Scheduling

1.3

Authentication

Features

Support for authentication at the firewall policy

level (Local and Remote)

Must support PKI / Digital Certificate based two-factor
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Authentication for both Users and Firewall

Administrators

The VPN Must be integrated with firewall and Mustbe
ICSA Labs certified for both IPSec and SSL-TLS

14

VPN Features

Must support the following protocols: -
DES & 3DES,

MD5, SHA-1 & the more secure SHA-256
authentication

The new encryption standard AES 128, 192 & 256
(Advanced Encryption Standard)

Must support Hub-Spoke network topology , Must also
support PPTP and L2TP over IPSec VPN

protocols.

IPSec NAT Traversal & Dead Peer Detection Must be
supported

Must support SSL Two-factor Authentication with
Digital Certificates

Must support Windows, Linux and MAC OS for SSL-
VPN

15

Intrusion
Prevention

Must have integrated Network Intrusion

Prevention System and Must be ICSA Labs certified

Must have a built-in Signature and Anomaly based IPS
engine on the same unit

Must have capability to prevent denial of service and
Distributed

Denial of Service attacks.

Must be able to exclude certain hosts from scanning

of particular signatures

Supports automatic Attack database updates

directly over the internet.

Supports several prevention techniques including

Drop-Packet, TCP-Reset

Must offer a variety of built-in responses including
dashboard alerts, syslog / email notifications, SNMP
traps and Packet Capture log. List all response

options, excluding prevention responses
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Must Identify and control over 1000+ applications

Must perform Traffic Shaping of popular P2P

applications like KaZaa, Gnutella, BitTorrent,etc

1.6

Antimalware
Features

Must control popular IM/P2P applications
regardless of port/protocol like Yahoo, MSN,
Skype, AOL, ICQ etc

The appliance Must facilitate embedded anti-virus

support which is ICSA Labs certified

Must include Antispyware and Worm Prevention

Must have option to schedule automatic updates of the
new virus pattern.

Gateway AV Must be supported for real-time
detection of viruses and malicious code for
HTTP,HTTPS, FTP, SMTP, SMTPS, POP3 and
IMAP, NNTP and IM

Must have configurable policy options to select

what traffic to scan for viruses

Must have option to configure to respond to virus
detection at the gateway in several ways ie. Delete

the file, Alert email, Quarantine etc

Must have options to prevent user downloads

based on file extension as well as file type

Must have support for “Flow-Based Antivirus

Scanning Mode” for high throughput requirements

The solution Must be capable scanning Encrypted
VPN tunnel traffic originating from the unit for

virus

1.7

Sandboxing

Features

The solution Must have multi-layer of detection

process with the malicious code emulation

The solution Must be able to inspect the web
session to detect and notify the malicious web
activity including malicious file downloads through

the web/internet.
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The solution Must be able to store payload and
artifacts of the detected threats for further analysis
and incident time lines that is with the third party

as well.

The proposed solution Must have the ability to
analyze, detect and block malware in common file
formats including but not limited to executable,
JAVA, PDF, MS Office documents, common
multimedia contents such as JPEG, QuickTime,
MP3 and ZIP/RAR/7ZIP/TNEF archives, asf, chm,
com, dll, doc, docx, exe, gif, hip, htm, ico, jar, jpeg,
jpg, mov, mps, mp4, pdf, png, ppsx, ppt, pptx, qt,
rm, rtf, swf, tiff, url, vbs, vcf, xls, xlIsx, bat, cmd, js,
wsf, xml, flv, wav, avi, mpg, midi, vcs, Ink, csv, rm
to prevent advanced Malware and Zero-day

attacks.

The solution shall report source IP, destination IP,
source port, destination port and complete URL of
the attack. The solution Must also assign a unique
identification number to each identified/detected

threat for future reference.

The solution shall detect the entire infection
lifecycle and provide stage-by-stage analysis of the
attack starting from system exploitation to data

exfiltration

The solution Must support logging of important
parameters like Source IP, Destination IP, ports,
protocol, Domain, time stamp etc. of the malicious

web sessions

The solution Must be based on algorithm, which
Must be able to detect maximum Malware or rogue

elements with each signature.

The solution Must have ability to block all
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outbound call- back communication initiated by the

internal clients (infected)

1.8

Web Filtering
features

The appliance Must facilitate embedded Web

Content Filtering feature

Must have facility to block URL' based on
categories. Must support HTTP and HTTPS based

traffic.

Must be able to block different categories/sites

based on User Authentication.

Must have configurable parameters to block/allow

unrated sites.

Must have configurable options to allow/deny
access to web sites in case if the URL rating service

is unavailable

Must have options to customize the “Blocked
Webpage Message” information displayed to end

users

Must have facility to schedule the configurations so
that non-work related sites are blocked during

office hrs and allow access to all sites except harmful
sites during non office hrs. Must also have timebased

quota

The solution Must have options to block java

applets, ActiveX as well as cookies

The solution Must be able to block URLS hosting

spywares / adwares etc.

Must have configurable policy options to define theURL
exempt list

1.9

Traffic
Optimization
features

Must support WAN load balancing (weighted)
algorithms by volume, sessions, source-destination

IP, Source IP, and spillover

Must support multi-path intelligence using rules

defined by:
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e Source address and/or user group
o Destination address and/or applications
Path selection using particular link quality criteria or

e SLAs defined

Must support traffic shaping and QoS per policy or
applications: Shared policy shaping, per-IP shaping,
maximum and guaranteed bandwidth, maximum
concurrent connections per IP, traffic prioritization,
Type of Service (TOS), and Differentiated Services
(DiffServ) support

Must support an option to set up traffic shaping
profile by defining the percentage of interface
bandwidth for each classified traffic and then bind

to interfaces

Must support traffic shaping policies that assigns
traffic shape profile according to matching policy
based on source, destination, service, application,

application category, and/or URL category.

Must support DSCP match in SD-WAN rules

Must support inline and out-of-path WAN
optimization topology, peer to peer, and remote

client support

Must support at least CIFS, FTP, HTTP(S), MAPI
and TCP WAN optimization protocols

Must support multiple WAN optimization sessions on
the same tunnel, Must support zero-touch Deployment

1.6

Management
Features

The device must support Web Ul (HTTP/HTTPS)
and CLI (Telnet / SSH) based Management

Must have configurable option to define remote
access to the Firewall on any interface and restrict
the same to a specific IP/Subnet (i.e. Trusted Hosts

for Management)

There must be a means of connecting directly to the
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firewall through a console connection (RJ45 or
DB9)

Provision to send alerts to multiple email recipients

Support for role based administration of firewall

Must support simultaneous login of Multiple

Administrators.

Must support system software rollback to the

previous version after upgrade

Mandatory
requirements

The platform must be a leader in the Gartner Magic

Quadrant for Network Firewalls

Licensing: Must be per device license for unlimited

users for Firewall and other features.

The solution must support Virtualization

Must support more than one ISP with automatic ISP

failover

Branch & IMTR SD-WAN Appliances (NFFW) QTY 9

SN

Component

Specifications

Compliance of
specifications
Compliant/Non-
compliant

General Specifications

Must support a minimum of 5 x 1 GE
RJ45 interfaces

Must support a minimum of 1x GE RJ45
Management Ports

Must support at le 700,000 Concurrent
Sessions

Must support at least 30,000 New
Sessions/Second

Must support at least 5 Gbps of firewall
throughput

Must support at least 600 Mbps
Enterprise/Production IPS throughput

Must support at least 300 Mbps SSL
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Inspection throughput

Must support at least 700 Mbps
Enterprise/

Production Threat Protection Throughput

Must support at least 10 virtual firewall
licenses

Must be supplied with at least 200 SSL
VPN licenses

Must support at least 450 Mbps IPSec
VPN throughput

(AES256-SHA256

Must support at least 5,000 firewall
policies

Must have the following licenses
included

Application Control, IPS, AV, Mobile
Security,

DNS Filtering, Web Filtering and
Sandbox

1.2

Stateful
Firewall

Features

Must have the following licenses
included

Application Control, IPS, AV, Mobile
Security, DNS

Filtering, Web Filtering and Sandbox

It Must be possible to operate the firewall
in

“bridge mode” or "transparent mode”
apart from

the standard NAT mode

The Firewall must provide NAT
functionality,

including PAT.

Must support “Policy-based NAT”

The Firewall Must provide advanced
NAT

capabilities, supporting NAT Traversal
for services

like SIP/H.323 /SCCP

Firewall Must support VVoice based
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protocols like
H.323, SIP, SCCP, MGCP etc

The Firewall Must support User-Group
based

Authentication (Identity based
Firewalling) &

Scheduling

Authentication

Support for authentication at the firewall
policy

1.3
Features level (Local and Remote)

Must support PKI / Digital Certificate
based two factor
Authentication for both Users and
Firewall
Administrators
The VPN Must be integrated with
firewall and Must
be ICSA Labs certified for both IPSec
and SSL-TLS
Must support the following protocols:-

1.4 VPN Features DES & 3DES,

MD5, SHA-1 & the more secure SHA-
256 authentication

The new encryption standard AES 128,
192 & 256

(Advanced Encryption Standard)

Must support Hub-Spoke network
topology , Must

also support PPTP and L2TP over IPSec
VPN

protocols.

IPSec NAT Traversal & Dead Peer
Detection Must

be supported

Must support SSL Two-factor
Authentication with

Digital Certificates

Must support Windows, Linux and MAC
OS for

Page 105 of 147




SSL-VPN

15

Intrusion Prevention

Must have integrated Network Intrusion

Prevention System and Must be ICSA
Labs certified

Must have a built-in Signature and
Anomaly based

IPS engine on the same unit

Must have capability to prevent denial of
service and Distributed

Denial of Service attacks.

Must be able to exclude certain hosts
from scanning

of particular signatures

Supports automatic Attack database
updates

directly over the internet.

Supports several prevention techniques
including

Drop-Packet, TCP-Reset (

Must offer a variety of built-in responses
including

dashboard alerts, syslog / email
notifications, SNMP

traps and Packet Capture log. List all
response

options, excluding prevention responses

Must Identify and control over 1000+
applications

Must perform Traffic Shaping of popular
P2P

applications like KaZaa, Gnutella,
BitTorrent,etc

1.6

Antimalware Features

Must control popular IM/P2P
applications

regardless of port/protocol like Yahoo,
MSN,

Skype, AOL, ICQ etc

The appliance Must facilitate embedded
anti-virus
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support which is ICSA Labs certified

Must include Antispyware and Worm
Prevention

Must have option to schedule automatic
updates of

the new virus pattern.

Gateway AV Must be supported for real-
time

detection of viruses and malicious code
for

HTTP,HTTPS, FTP, SMTP, SMTPS,
POP3 and

IMAP, NNTP and IM

Must have configurable policy options to
select

what traffic to scan for viruses

Must have option to configure to respond
to virus

detection at the gateway in several ways
ie. Delete

the file, Alert email, Quarantine etc

Must have options to prevent user
downloads

based on file extension as well as file
type

Must have support for “Flow-Based
Antivirus

Scanning Mode” for high throughput
requirements

The solution Must be capable scanning
Encrypted

VPN tunnel traffic originating from the
unit for

virus

1.7

Sandboxing

Features

The solution Must have multi-layer of
detection

process with the malicious code
emulation

The solution Must be able to inspect the
web
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session to detect and notify the malicious
web

activity including malicious file
downloads through

the web/internet.

The solution Must be able to store
payload and

artifacts of the detected threats for further
analysis

and incident time lines that is with the
third party

as well.

The proposed solution Must have the
ability to

analyze, detect and block malware in
common file

formats including but not limited to
executable,

JAVA, PDF, MS Office documents,
common

multimedia contents such as JPEG,
QuickTime,

MP3 and ZIP/RAR/7ZIP/TNEF archives,
asf, chm,

com, dll, doc, docx, exe, gif, hip, htm,
ico, jar, jpeg,

jpg, mov, mps, mp4, pdf, png, ppsx, ppt,
pptx, qt,

rm, rtf, swf, tiff, url, vbs, vcf, xIs, xlIsx,
bat, cmd, js,

wsf, xml, flv, wav, avi, mpg, midi, vcs,
Ink, csv, rm

to prevent advanced Malware and Zero-
day

attacks.

The solution shall report source IP,
destination IP,

source port, destination port and
complete URL of

the attack. The solution Must also assign
a unique
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identification number to each
identified/detected

threat for future reference.

The solution shall detect the entire
infection

lifecycle and provide stage-by-stage
analysis of the

attack starting from system exploitation
to data

exfiltration

The solution Must support logging of
important

parameters like Source IP, Destination IP,
ports,

protocol, Domain, time stamp etc. of the
malicious

web sessions

The solution Must be based on algorithm,
which

Must be able to detect maximum
Malware or rogue

elements with each signature.

The solution Must have ability to block
all

outbound call- back communication
initiated by the

internal clients (infected)

18

Web Filtering features

The appliance Must facilitate embedded
Web

Content Filtering feature

Must have facility to block URL' based
on

categories. Must support HTTP and
HTTPS based

traffic.

Must be able to block different
categories/sites

based on User Authentication.

Must have configurable parameters to
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block/allow

unrated sites.

Must have configurable options to
allow/deny

access to web sites in case if the URL
rating service

is unavailable

Must have options to customize the
“Blocked

Webpage Message” information
displayed to end

users

Must have facility to schedule the
configurations so

that non-work related sites are blocked
during

office hrs and allow access to all sites
except harmful

sites during non office hrs. Must also
have timebased

guota

The solution Must have options to block
java

applets, ActiveX as well as cookies

The solution Must be able to block URLSs
hosting

spywares / adwares etc.

Must have configurable policy options to
define the

URL exempt list

1.9

Traffic Optimization
features

Must support WAN load balancing
(weighted)

algorithms by volume, sessions, source-
destination

IP, Source IP, and spillover

Must support multi-path intelligence
using rules

defined by:

e Source address and/or user group
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e Destination address and/or
applications

Path selection using particular link
quality criteria or

e SLAs defined

Must support traffic shaping and QoS per
policy or

applications: Shared policy shaping, per-
IP shaping,

maximum and guaranteed bandwidth,
maximum

concurrent connections per IP, traffic
prioritization,

Type of Service (TOS), and
Differentiated Services

(DiffServ) support

Must support an option to set up traffic
shaping

profile by defining the percentage of
interface

bandwidth for each classified traffic and
then bind

to interfaces

Must support traffic shaping policies that
assigns

traffic shape profile according to
matching policy

based on source, destination, service,
application,

application category, and/or URL
category.

Must support DSCP match in SD-WAN
rules

Must support inline and out-of-path
WAN

optimization topology, peer to peer, and
remote

client support

Must support at least CIFS, FTP,
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HTTP(S), MAPI
and TCP WAN optimization protocols

Must support multiple WAN
optimization sessions

on the same tunnel, Must support zero-
touch

deployment

1.6

Management Features

The device must support Web Ul
(HTTP/HTTPS)

and CLI (Telnet / SSH) based
Management

Must have configurable option to define
remote

access to the Firewall on any interface
and restrict

the same to a specific IP/Subnet (i.e.
Trusted Hosts

for Management)

There must be a means of connecting
directly to the

firewall through a console connection
(RJ45 or

DB9)

Provision to send alerts to multiple email
recipients

Support for role based administration of
firewall

Must support simultaneous login of
Multiple

Administrators.

Must support system software rollback to
the

previous version after upgrade

Mandatory
requirements

The platform must be a leader in the
Gartner Magic

Quadrant for Network Firewalls

Licensing: Must be per device license for
unlimited

users for Firewall and other features.
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The bidder must provide evidence of the
latest

NSS Labs NGFW, SD-WAN, SSL/TLS
and DCIPS

security and performance test
recommendations

The solution must support Virtualization
(i.e. Virtual Systems / Virtual Domains).

Must support more than one ISP with
automatic ISP

failover
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SN

Component

Specification required
including applicable
standards

Compliance of
specifications
Compliant/Non-
compliant

SECURITY MANAGEMENT & LO

GGING APPLIANCE (Quantity 1)

2.1

Technical
Requirements

Must be a virtual appliance
supporting VMware
ESX/ESXi
5.0/5.1/5.5/6.0/6.5/6.7,
Microsoft Hyper-V 2008
R2/2012/2012 R2/2016/2019,
Citrix XenServer 6.0+ and
Open Source Xen 4.1+, KVM
on Redhat 6.5+ and Ubuntu
17.04, Amazon Web Services
(AWS), Microsoft Azure,
Google Cloud (GCP), Oracle
Cloud Infrastructure (OCI)
hypervisors

Must support at least
10GB/Day of logs

Must support Indicators of
Compromise License

Must support at least 20
devices and should scale with
additional licenses

2.2

Must support centralized
management of the firewall
appliances

Must support centralized
software upgrades and
security updates for the
managed devices

Must support Hierarchical
Objects Database, reuse of
common configurations

General
Specifications

Must support automated
device discovery support and
maintain policies on same
device types

Must support granular device
and role-based administration
for large enterprises and
multi-tenancy deployments

Must support workflow
integration for change control
management

Must support detailed
revision tracking, and
thorough auditing capabilities

Pa
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Must support centralized SD-
WAN provisioning and
monitoring

Must support SD-WAN
orchestration capability to
dynamically configure
objects, tunnels and automate
SD-WAN configuration

Must support zero-touch
provisioning for the managed
devices

Must support automated
templates and scripts for
device provisioning
automation and policy
installation with JSON APIs
or XML API, to reduce your
management burden and
operational costs

Must support integrated
logging, and tighter
integration & correlation of
events & policies

Must support automated
Indicators of Compromise
(10C)

Must Support role based
administrator

Must support Network
Operation Center (NOC) and
Security Operation Center
(SOC) functionality

Must support SOAR
capabilities such as creation
of playbooks for automated
response of incidents.

Must support syslog or CEF
log forwarding for third-party
solution integration

Support full Graphic
summary reports, providing
network wide reporting of
events, activities, and trends

Must have Built in report
templates

Allow Comprehensive alert
builders

Simple and intuitive Google-
like search experience and
reports on network traffic,
threats, network activities and
trends across the network.
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ii. Internet Links for KMD

ltem

Minimum Requirement

Bidders response

Installation

Internet link shall be provided over fiber and
installed at the headquarters. The remote sites
connect directly to the internet and accesss to
the HQ will be through the SD-WAN The NFP
shall provide a minimum 13 public IPv4
addresses for use at KMD HQ.

Period of
Contract

The contract will be for three (3) years and to
be renewed annually subject to satisfactory
performance.

Service
availability

The NFP shall ensure that the internet is
available 24[7 without unnecessary
interruptions.

Security

The NFP shall ensure that the highest level of
network security is maintained in the shared
infrastructure.

The NFP shall provide a Next-Generation
firewall to protect the network against intrusion
and internet attacks as well as provide internet
filter and bandwidth management tools.

Domain and
web hosting

The NFP shall provide Domain and Web
hosting services for KMD for the contract
period.

The NFP shall perform the necessary
configuration to direct KMD’s MX and DNS
records to assigned public IP addresses.

Space: 20 GB
Bandwidth: Unlimited

Domains to be hosted: DNS,website and email
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2. LOT 2 .Technical Requirements for Internet Services for the IMTR

The Institute of Meteorological Training and Research (IMTR) is the education and training Arm of
the Kenya Meteorological Department (KMD). IMTR runs various training courses in Meteorology
and periodically hosts numerous international seminars and workshops.

KMD wishes to procure Internet services with a capacity of 40Mbps/ (Dedicated, non-shared) for use
at the Institute. IMTR has about 50 users running various applications including video conferencing
and online courses.

Item | Feature Description of requirement
1 Bandwidth Required | Dedicated 60Mbps
2 Mode of Connection | Fiber Optic
3 Service Availability | 99.9%, The NFP must provide a performance monitoring tool
4 Customer Premise The NFP must provide CPE to enable connectivity
Equipment (CPE)
5 Redundancy The NFP must provide alternative connection for redundancy
purposes
6 Setup and The NFP will be responsible for setup and configuration of CPE
configuration necessary for testing and commissioning to ensure that internet is
accessible.
7 Documentation The NFP must provide all the documentation concerning the
configuration and setup of the link.
8 Scalability The solution provided by the NFP must allow for upgrade or
scalability of the bandwidth
9 Public IP Address The NFP must provide at least eight (8) Public Addresses for its use.
10 Security The NFP shall ensure that highest level of network security is

maintained in the shared infrastructure.

The NFP shall provide Next-Generation firewall to protect the
network against intrusion and internet attacks as well also provide
internet filter and bandwidth management tools.

11 Duration of The contract will be for three (3) years reviewable annually subject
Contract to satisfactory performance.
12 Delivery Period The NFP must indicate the delivery period within which the
proposed service shall be connected and activated
13 DNS, Web, and The NFP shall provide Domain and Web hosting services for IMTR
Email hosting for the contract period.
Services
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PART 111 — CONDITIONS OF CONTRACT AND CONTRACT FORMS
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SECTION VII - GENERAL CONDITIONS OF CONTRACT

A. General Provisions Definitions
Unless the context otherwise requires, the following terms whenever used in this Contract have
the following meanings:

a) The Adjudicator is the person appointed jointly by the Procuring Entity and the
Service Provider to resolve disputes in the first instance, as provided for in Sub-
Clause8.2 hereunder.

b) “Activity Schedule” is the priced and completed list of items of Services to be
performed by the Service Provider forming part of his Tender;

c) “Completion Date” means the date of completion of the Services by the Service
Provider as certified by the Procuring Entity

d) “Contract” means the Contract signed by the Parties, to which these General
Conditions of Contract (GCC) are attached, together with all the documents listed in
Clause 1 of such signed Contract;

e) “Contract Price” means the price to be paid for the performance of the Services, in
accordance with Clause 6;

f) “Day works” means varied work inputs subject to payment on a time basis for the
Service Provider's employees and equipment, in addition to payments for associated
materials and administration.

g) “Procuring Entity” means the Procuring Entity or party who employs the Service Provider
h) “Foreign Currency” means any currency other than the currency of Kenya;

i) “GCC” means these General Conditions of Contract;

) “Government “means the Government of Kenya;

k) “Local Currency “means Kenya shilling;

I) “Member,” in case the Service Provider consist of a joint venture of more than one
entity, means any of these entities; “Members” means all these entities, and “Member
in Charge” means the entity specified in the SC to act on their behalf in exercising all
the Service Provider' rights and obligations towards the Procuring Entity under this
Contract;

m) “Party” means the Procuring Entity or the Service Provider, as the case maybe, and
“Parties” means both of them;

n) “Personnel” means persons hired by the Service Provider or by any Subcontractor as
employees and assigned to the performance of the Services or any part there of;

0) “Service Provider” is a person or corporate body whose Tender to provide the Services
has been accepted by the Procuring Entity;

p) “Service Provider's Tender” means the completed Tendering Document submitted by
the Service Provider to the Procuring Entity

g) “SCC” means the Special Conditions of Contract by which the GCC may be amended or
supplemented:;

)  “Specifications” means the specifications of the service included in the Tendering
Document submitted by the Service Provider to the Procuring Entity
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1.2

1.3

1.4

1.5

1.6

1.7

s)  “Services” means the work to be performed by the Service Provider pursuant to this
Contract, as described in Appendix A; and in the Specifications and Schedule of
Activities included in the Service Provider's Tender.

t)  “Subcontractor” means any entity to which the Service Provider subcontracts any part
of the Services in accordance with the provisions of Sub-Clauses3.5and4;

u) “Public Procurement Regulatory Authority (PPRA)” shall mean the Government
Agency responsible for oversight of public procurement.

V) “Project Manager” shall the person appointed by the Procuring Entity to act as the
Project Manager for the purposes of the Contract and named in the Particular
Conditions of Contract, or other person appointed from time to time by the Procuring
Entity and notified to the Contractor.

w) “Notice of Dissatisfaction” means the notice given by either Party to the other
indicating its dissatisfaction and intention to commence arbitration.

Applicable Law
The Contract shall be interpreted in accordance with the laws of Kenya.
Language

This Contract has been executed in the English language, which shall be the binding and
controlling language for all matters relating to the meaning or interpretation of this
Contract.

Notices

Any notice, request, or consent made pursuant to this Contract shall be in writing and shall
be deemed to have been made when delivered in person to an authorized representative of
the Party to whom the communication is addressed, or when sent by registered mail, hand
delivery, or email to such Party at the address specified in the SCC.

Location

The Services shall be performed at such locations as a specified in Appendix A, in the
specifications and, where the location of a particular task is not so specified, at such
locations, whether in Kenya or elsewhere, as the Procuring Entity may approve.

Authorized Representatives

Any action required or permitted to be taken, and any document required or permitted to be
executed, under this Contract by the Procuring Entity or the Service Provider may be taken
or executed by the officials specified in the SCC.

Inspection and Audit by the PPRA

Pursuant to paragraph 2.2 e. of Attachment 1 to the General Conditions, the Service
Provider shall permit and shall cause its sub contract or sand sub-consultants to permit,
PPRA and/or persons appointed by PPRA to inspect the Site and/or the accounts and
records relating to the procurement process, selection and/or contract execution, and to
have such accounts and records audited by auditors appointed by PPRA. The Service
Provider's and its Subcontractors' and sub-consultants' attention is drawn to Sub-Clause
3.10 which provides, inter alia, that acts intended to materially impede the exercise of
PPRA's inspection and audit rights constitute a prohibited practice subject to contract
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1.8

2.1

2.2

221

2.2.2

2.3

2.4

24.1

termination (as well as to a determination of ineligibility pursuant to PPRA's prevailing
sanctions procedures).

Taxes and Duties

The Service Provider, Subcontractors, and their Personnel shall pay such taxes, duties, fees,
and other impositions as may be levied under the Applicable Law, the amount of which is
deemed to have been included in the Contract Price.

Commencement, Completion, Modification, and Termination of Contract
Effectiveness of Contract

This Contract shall come into effect on the date the Contract is signed by both parties or
such other later date as maybe stated in the SCC.

Commencement of Services
Program

Before commencement of the Services, the Service Provider shall submit to the Procuring
Entity for approval a Program showing the general methods, arrangements order and timing
for all activities. The Services shall be carried out in accordance with the approved Program
as updated

Starting Date

The Service Provider shall start carrying out the Services thirty (30) days after the date the
Contract becomes effective, or at such other date as may be specified in the SCC.

Intended Completion Date

Unless terminated earlier pursuant to Sub-Clause 2.6, the Service Provider shall complete
the activities by the Intended Completion Date, as is specified in the SCC. If the Service
Provider does not complete the activities by the Intended Completion Date, it shall be liable
to pay liquidated damage as per Sub-Clause3.8.Inthiscase,the Completion Date will be the
date of completion of all activities.

Modification

Modification of the terms and conditions of this Contract, including any modification of the
scope of the Services or of the Contract Price, may only be made by written agreement
between the Parties.

Value Engineering

The Service Provider may prepare, at its own cost, a value engineering proposal at any time
during the performance of the contract. The value engineering proposal shall, at a
minimum, include the following;

a) The proposed change(s), and a description of the difference to the existing contract
requirements;

b) A full cost/benefit analysis of the proposed change(s) including a description and
estimate of costs (including life cycle costs, if applicable) the Procuring Entity may
incur in implementing the value engineering proposal; and
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¢) A description of any effect(s)of the change on performance/functionality.

The Procuring Entity may accept the value engineering proposal if the proposal demonstrates
benefits that:

a) accelerates the delivery period; or
b) reduces the Contract Price or the lifecycle costs to the Procuring Entity; or
c) improves the quality, efficiency, safety or sustainability of the services; or

d) yields any other benefits to the Procuring Entity, without compromising the necessary
functions of the Facilities.

If the value engineering proposal is approved by the Procuring Entity and results in:

a) areduction of the Contract Price; the amount to be paid to the Service Provider shall
be the percentage specified in the SCC of the reduction in the Contract Price; or

b) an increase in the Contract Price; but results in a reduction in lifecycle costs due to any
benefit described in

(a) to(d)above, the amount to be paid to the Service Provider shall be the full increase in
the Contract Price.

2.5 Force Majeure
2.5.1 Definition

For the purposes of this Contract, “Force Majeure “means an event which is beyond the
reasonable control of a Party and which makes a Party's performance of its obligations
under the Contract impossible or so impractical as to be considered impossible under the
circumstances.

2.5.2 No Breach of Contract

The failure of a Party to fulfill any of its obligations under the contract shall not be
considered to be a breach of, or default under, this Contract insofar as such inability arises
from an event of Force Majeure, provided that the Party affected by such an event (a) has
taken all reasonable precautions, due care and reasonable alternative measures in order to
carry out the terms and conditions of this Contract, and(b) has informed the other Party as
soon as possible about the occurrence of such an event.

2.5.3 Extension of Time

Any period with in which a Party shall, pursuant to this Contract, complete any action or
task, shall be extended for a period equal to the time during which such Party was unable to
perform such action as a result of Force Majeure.

2.5.4 Payments

During the period of their inability to perform the Services as a result of an event of Force
Majeure, the Service Provider shall be entitled to continue to be paid under the terms of this
Contract, as well as to be reimbursed for additional costs reasonably and necessarily
incurred by them during such period for the purposes of the Services and in reactivating the
Service after the end of such period.
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2.6

2.6.1

2.6.2

2.6.3

3.1

Termination
By the Procuring Entity

The Procuring Entity may terminate this Contract, by not less than thirty (30) days' written
notice of termination to the Service Provider, to be given after the occurrence of any of the
events specified in paragraphs(a)through

(d) of this Sub-Clause 2.6.1:

a) If the Service Provider does not remedy a failure in the performance of its obligations
under the Contract, within thirty (30) days after being notified or within any further
period as the Procuring Entity may have subsequently approved in writing;

b) if the Service Provider become insolvent or bankrupt;

c) if, as the result of Force Majeure, the Service Provider is unable to perform a material
portion of the Services for a period of not less than sixty (60) days; or

d) if the Service Provider, in the judgment of the Procuring Entity has engaged in Fraud
and Corruption, as defined in paragraph2.2a. of Attachmentl to the GCC, in competing
for or in executing the Contract

By the Service Provider

The Service Provider may terminate this Contract, by not less than thirty (30) days' written
notice to the Procuring Entity, such notice to be given after the occurrence of any of the
events specified in paragraphs (a) and

(b) of this Sub-Clause 2.6.2:

a) If the Procuring Entity fails to pay any monies due to the Service Provider pursuant to
this Contract and not subject to dispute pursuant to Clause 7 within forty-five (45)
days after receiving written notice from the Service Provider that such payment is
overdue; or

b) if, as the result of Force Majeure, the Service Provider is unable to perform a material
portion of the Services for a period of not less than sixty (60) days.

Payment up on Termination

Upon termination of this Contract pursuant to Sub-Clauses 2.6.1 or 2.6.2, the Procuring
Entity shall make the following payments to the Service Provider:

a) remuneration pursuant to Clause 6 for Services satisfactorily performed prior to the
effective date of termination;

b) except in the case of termination pursuant to paragraphs (a), (b), (d) of Sub-Clause
2.6.1, reimbursement of any reasonable cost incident to the prompt and orderly
termination of the Contract, including the cost of the return travel of the Personnel.

Obligations of the Service Provider

General

The Service Provider shall perform the Services in accordance with the Specifications and
the Activity Schedule, and carry out its obligations with all due diligence, efficiency, and

economy, in accordance with generally accepted professional techniques and practices, and
shall observe sound management practices, and employ appropriate advanced technology
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3.2

and safe methods. The Service Provider shall always act, in respect of any matter relating to
this Contractor to the Services, as faithful adviser to the Procuring Entity, and shall at all
times support and safeguard the Procuring Entity's legitimate interests in any dealings with
Subcontractors or third parties.

Conflict of Interests

3.2.1 Service Provider Not to Benefit from Commissions and Discounts.

3.2.2

3.2.3

3.3

3.4

The remuneration of the Service Provider pursuant to Clause 6 shall constitute the Service
Provider's sole
remunerationinconnectionwiththisContractortheServices,andtheServiceProvidershallnotacc

eptfortheir own benefit any trade commission, discount, or similar payment in connection
with activities pursuant to this Contractor to the Services or in the discharge of their
obligations under the Contract, and the Service Provider shall use their best efforts to
ensure that the Personnel, any Subcontractors, and agents of either of them similarly shall
not receive any such additional remuneration.

Service Provider and Affiliates Not to be Otherwise Interested in Project

The Service Provider agree that, during the term of this Contract and after its termination,
the Service Provider and its affiliates, as well as any Subcontractor and any of its affiliates,
shall bed is qualified from providing goods, works, or Services(other than the Services and
any continuation thereof) for any project resulting from or closely related to the Services.

Prohibition of Conflicting Activities

Neither the Service Provider nor its Subcontractors nor the Personnel shall engage, either
directly or indirectly, in any of the following activities:

a) During the term of this Contract, any business or professional activities in Kenya which
would conflict with the activities assigned to them under this Contract;

b) during the term of this Contract, neither the Service Provider nor their Subcontractors
shall hire public employees’ inactive duty or on any type of leave, to perform any
activity under this Contract;

c) After the termination of this Contract, such other activities as may be specified in the
SCC.

Confidentiality

The Service Provider, its Subcontractors, and the Personnel of either of them shall not,
either during the term or within two (2) years after the expiration of this Contract, disclose
any proprietary or confidential information relating to the Project, the Services, this
Contract, or the Procuring Entity's business or operations without the prior written consent
of the Procuring Entity.

The Service Provider (a) shall take out and maintain, and shall cause any Subcontractors to
take out and maintain, at its (or the Sub contractors', as the case may be)own cost but on
terms and conditions approved by the Procuring Entity, insurance against the risks, and for
the coverage, as shall be specified in the SCC; and (b) at the Procuring Entity's request,
shall provide evidence to the Procuring Entity showing that such insurance has been taken
out and maintained and that the current premiums have been paid.
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3.5 Service Provider's Actions Requiring Procuring Entity's Prior Approval

The Service Provider shall obtain the Procuring Entity's prior approval in writing before
taking any of the following actions:

a) Entering into a subcontract for the performance of any part of the Services,

b) appointing such members of the Personnel not listed by name in Appendix C (“Key
Personnel and Subcontractors”),

¢) changing the Program of activities; and
d) Any other action that may be specified in the SCC.
3.6 Reporting Obligations

The Service Provider shall submit to the Procuring Entity the reports and documents
specified in Appendix B in the form, in the numbers, and within the periods set forth in the
said Appendix.

3.7 Documents Prepared by the Service Provider to Be the Property of the Procuring Entity

All plans, drawings, specifications, designs, reports, and other documents and software
submitted by the Service Provider in accordance with Sub-Clause 3.6 shall become and
remain the property of the Procuring Entity, and the Service Provider shall, not later than
upon termination or expiration of this Contract, deliver all such documents and software to
the Procuring Entity, together with a detailed inventory thereof. The Service Provider may
retain a copy of such documents and software. Restrictions about the future use of these
documents, if any, shall be specified in the SCC.

3.8 Liquidated Damages
3.8.1 Payments of Liquidated Damages

The Service Provider shall pay liquidated damages to the Procuring Entity at the rate per
day stated in the SCC for each day that the Completion Date is later than the Intended
Completion Date. The total amount of liquidated damages shall not exceed the amount
defined in the SCC. The Procuring Entity may deduct liquidated damages from payments
due to the Service Provider. Payment of liquidated damages shall not affect the Service
Provider's liabilities.

3.8.2 Correction for Over-payment

If the Intended Completion Date is extended after liquidated damages have been paid, the
Procuring Entity shall correct any overpayment of liquidated damages by the Service
Provider by adjusting the next payment certificate. The Service Provider shall be paid
interest on the overpayment, calculated from the date of payment to the date of repayment,
at the rates specified in Sub-Clause 6.5.

3.8.3 Lack of performance penalty
If the Service Provider has not corrected a Defect within the time specified in the Procuring
Entity's notice, a penalty for Lack of performance will be paid by the Service Provider. The

amount to be paid will be calculated as a percentage of the cost of having the Defect
corrected, assessed as described in Sub-Clause7.2 and specified in the SCC.
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3.9

3.10

3.11

4.1

4.2

Performance Security

The Service Provider shall provide the Performance Security to the Procuring Entity no later
than the date specified in the Form of acceptance. The Performance Security shall be issued
in an amount and form and by a bank or surety acceptable to the Procuring Entity, and
denominated in the types and proportions of the currencies in which the Contract Price is
payable. The performance Security shall be valid until a date 28 day from the Completion
Date of the Contract in case of a bank guarantee, and until one year from the Completion
Date of the Contract in the case of a Performance Bond.

Fraud and Corruption

The Procuring Entity requires compliance with the Government's Anti-Corruption laws and
its prevailing sanctions. The Procuring Entity requires the Service Provider to disclose any
commissions or fees that may have been paid or are to be paid to agents or any other party
with respect to the tendering process or execution of the Contract. The information
disclosed must include at least the name and address of the agent or other party, the amount
and currency, and the purpose of the commission, gratuity or fee.

Sustainable Procurement

The Service Provider shall conform to the sustainable procurement contractual provisions, if
and as specified in the SCC.

Service Provider's Personnel
Description of Personnel

The titles, agreed job descriptions, minimum qualifications, and estimated periods of
engagement in the carrying out of the Services of the Service Provider's Key Personnel are
described in Appendix C. The Key Personnel and Subcontractors listed by title as well as by
name in Appendix Care hereby approved by the Procuring Entity.

Removal and/or Replacement of Personnel

a) Except as the Procuring Entity may otherwise agree, no changes shall be made in the
Key Personnel. If, for any reason beyond the reasonable control of the Service
Provider, it becomes necessary to replace any of the Key Personnel, the Service
Provider shall provide as a replacement a person of equivalent or better qualifications.

b) If the Procuring Entity finds that any of the Personnel have (i) committed serious
misconduct or have been charged with having committed a criminal action, or (ii) have
reasonable cause to be dissatisfied with the performance of any of the Personnel, then
the Service Provider shall, at the Procuring Entity's written request specifying the
grounds thereof, provide as a replacement a person with qualifications and experience
acceptable to the Procuring Entity.

c) The Service Provider shall have no claim for additional costs arising out of or
incidental to any removal and/or replacement of Personnel.
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5.2

5.3

6.1

6.2

6.3

Obligations of the Procuring Entity
Assistance and Exemptions

The Procuring Entity shall use its best efforts to ensure that the Government shall provide
the Service Provider such assistance and exemptions as specified in the SCC.

Change in the Applicable Law

If, after the date of this Contract, there is any change in the Applicable Law with respect to
taxes and duties which increases or decreases the cost of the Services rendered by the
Service Provider, then the remuneration and reimbursable expenses otherwise payable to the
Service Provider under this Contract shall be increased or decreased accordingly by
agreement between the Parties, and corresponding adjustments shall be made to the amounts
referred to in Sub-Clauses 6.2(a) or (b), as the case may be.

Services and Facilities

The Procuring Entity shall make available to the Service Provider the Services and Facilities
listed under Appendix F.

Payments to the Service Provider
Lump-Sum Remuneration

The Service Provider's remuneration shall not exceed the Contract Price and shall be a fixed
lump-sum including all Subcontractors' costs, and all other costs incurred by the Service
Provider in carrying out the Services described in Appendix A. Except as provided in Sub-
Clause 5.2, the Contract Price may only be increased above the amounts stated in Sub-
Clause 6.2 if the Parties have agreed to additional payments in accordance with Sub-
Clauses2.4and6.3.

Contract Price
a) The price payable is set forth in the SCC.

b)  Price may be payable in foreign currency, if so allowed in this document.

Payment for Additional Services, and Performance Incentive Compensation

6.3.1 For the purpose of determining the remuneration due for additional Services as may be

agreed under Sub-Clause 2.4, a breakdown of the lump-sum price is provided in Appendices
DandE.

6.3.2 If the SCC so specify, the service provider shall be paid performance incentive

compensation asset out in the Performance Incentive Compensation appendix.

6.3.3 Where the contract price is different from the corrected tender price, in order to ensure the

contractor is not paid less or more relative to the contract price (which would be the tender
price), payment valuation certificates and variation orders on omissions and additions
valued based on rates in the schedule of rates in the Tender, will be adjusted by a plus or
minus percentage. The percentage already worked out during tender evaluation is worked
out as follows:(corrected tender price—tender price)/tender price X100.
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6.4 Terms and Conditions of Payment

Payments will be made to the Service Provider according to the payment schedule stated in
the SCC. Unless otherwise stated in the SCC, the advance payment (Advance for
Mobilization, Materials and Supplies) shall be made against the provision by the Service
Provider of a bank guarantee for the same amount, and shall be valid for the period stated
in the SCC. Any other payment shall be made after the conditions listed in the SCC for
such payment have been met, and the Service Provider have submitted an invoice to the
Procuring Entity specifying the amount due.

6.5 Interest on Delayed Payments

If the Procuring Entity has delayed payments beyond thirty (30) days after the due date
stated in the SCC, interest shall be paid to the Service Provider for each day of delay at the
rate stated in the SCC.

6.6 Price Adjustment

6.6.1 Prices shall be adjusted for fluctuations in the cost of inputs only if provided for in the
SCC. If so provided, the amounts certified in each payment certificate, after deducting for
Advance Payment, shall be adjusted by applying the respective price adjustment fact or to
the payment amounts due in each currency. A separate formula of the type indicated below
applies to each Contract currency:

Pc=Ac+BcLmc/Loc+ CecImc/ loc
Where:

Pc is the adjustment factor for the portion of the Contract Price payable in a specific currency

“C,,.

Ac, Bc and C¢ are coefficients specified in the SCC, representing: Ac the non-adjustable
portion; Bg the adjustable portion relative to labor costs and C¢ the adjustable portion for
other inputs, of the Contract Price payable in that specific currency “c”; and

b

Lmc is the index prevailing at the first day of the month of the corresponding invoiced ate
and Loc is the index prevailing28 days before Tender opening for labor; both in the specific
currency “c”.

Imc is the index prevailing at the first day of the month of the corresponding invoice date
and loc is the index prevailing 28 days before Tender opening for other inputs payable;

6 9

both in the specific currency “c”.

If a price adjustment factor is applied to payments made in a currency other than the
currency of the source of the index for a particular indexed input, a correction factor Zo/Zn
will be applied to the respective component factor of pn for the formula of the relevant
currency. Zo is the number of units of Kenya Shillings of the index, equivalent to one unit
of the currency payment on the date of the base index, and Zn is the corresponding number
of such currency units on the date of the current index.

6.6.2 If the value of the index is changed after it has been used in a calculation, the calculation
shall be corrected and an adjustment made in the next payment certificate. The index value
shall be deemed to take account to fall changes in cost due to fluctuations in costs.
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6.7 Day works

6.7.1 If applicable, the Day work rates in the Service Provider's Tender shall be used for small
additional amounts of Services only when the Procuring Entity has given written
instructions in advance for additional services to be paid in that way.

6.7.2 All work to be paid for as Day works shall be recorded by the Service Provider on forms
approved by the Procuring Entity. Each completed form shall be verified and signed by the
Procuring Entity representative as indicated in Sub-Clausel.6 within two days of the
Services being performed.

6.7.3 The Service Provider shall be paid for Day works subject to obtaining signed Day works
forms as indicated in Sub-Clause6.7.2

7 Quiality Control
7.1 Identifying Defects

The principle and modalities of Inspection of the Services by the Procuring Entity shall be
as indicated in the SCC. The Procuring Entity shall check the Service Provider's
performance and notify him of any Defects that are found. Such checking shall not affect
the Service Provider's responsibilities. The Procuring Entity may instruct the Service
Provider to search for a Defect and to uncover and test any service that the Procuring Entity
considers may have a Defect. Defect Liability Period is as defined in the SCC.

Correction of Defects, and Lack of Performance Penalty

a) The Procuring Entity shall give notice to the Service Provider of any Defects before
the end of the Contract. The Defects liability period shall be extended for as long as
Defects remain to be corrected.

b) Every time notice a Defect is given, the Service Provider shall correct the notified
Defect within the length of time specified by the Procuring Entity's notice.

c) If the Service Provider has not corrected a Defect within the time specified in the
Procuring Entity's notice, the Procuring Entity will assess the cost of having the
Defect corrected, the Service Provider will pay this amount and a Penalty for Lack of
Performance calculated as described in Sub-Clause 3.8.

8 Settlement of Disputes
8.1 Contractor's Claims

8.1.1 If the Contractor considers himself to be entitled to any extension of the Time for
Completion and/or any additional payment, under any Clause of these Conditions or
otherwise in connection with the Contract, the Contractor shall give notice to the Project
Manager, describing the event or circumstance giving rise to the claim. The notice shall be
given as soon as practicable, and not later than 28 days after the Contractor became aware,
or should have become aware, of the event or circumstance.

8.1.2 If the Contractor fails to give notice of a claim within such period of 28days, the Time for
Completion shall not be extended, the Contractor shall not be entitled to additional payment,
and the Procuring Entity shall be discharged from all liability in connection with the claim.
Otherwise, the following provisions of this Sub- Clauses hall apply.
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8.1.3 The Contractor shall also submit any other notices which are required by the Contract, and

supporting particulars for the claim, all s relevant to such event or circumstance.

8.1.4 The Contractor shall keep such contemporary records as may be necessary to substantiate

any claim, either on the Site or at another location acceptable to the Project Manager.
Without admitting the Procuring Entity's liability, the Project Manager may, after receiving
any notice under this Sub-Clause, monitor the record-keeping and /or instruct the Contractor
to keep further contemporary records. The Contractor shall permit the Project Manager to
inspect all these records, and shall (if instructed) submit copies to the Project Manager.

8.1.5 Within 42 days after the Contractor became aware (or should have become aware) of the

event or circumstance giving rise to the claim, or within such other period as may be
proposed by the Contractor and approved by the Project Manager, the Contractor shall send
to the Project Manager a fully detailed claim which includes full supporting particulars of
the basis of the claim and of the extension of time and /or additional payment claimed. If the
event or circumstance giving rise to the claim has a continuing effect:

8.1.5.1 This fully detailed claim shall be considered as interim;

8.1.6

8.1.7

8.1.8

8.1.9

8.1.10

a) The Contractor shall send further interim claims at monthly intervals, giving the
accumulated delay and /or amount claimed, and such further particulars as the Project
Manager may reasonably require; and

b) The Contractor shall send a final claim within 28 days after the end of the effects
resulting from the event or circumstance, or within such other period as may be
proposed by the Contractor and approved by the Project Manager.

Within 42 days after receiving a claim or any further particulars supporting a previous
claim, or within such other period as may be proposed by the Project Manager and
approved by the Contractor, the Project Manager shall respond with approval, or with
disapproval and detailed comments. He may also request any necessary further particulars,
but shall nevertheless give his response on the principles of the claim within the above
defined time period.

Within the above defined period of 42 days, the Project Manager shall proceed in accordance
with Sub-Clause

3.5[Determinations] to agree or determine (i) the extension (if any) of the Time for
Completion (before or after its expiry) in accordance with Sub-Clause 8.4 [Extension of
Time for Completion], and/or (ii) the additional payment (if any) to which the Contractor is
entitled under the Contract.

Each Payment Certificate shall include such additional payment for any claim as has been
reasonably substantiated as due under the relevant provision of the Contract. Unless and
until the particulars supplied are sufficient to substantiate the whole of the claim, the
Contractor shall only been titled to payment for such part of the claim as he has be enable
to substantiate.

If the Project Manager does not respond within the time framed fined in this Clause, either
Party may consider that the claim is rejected by the Project Manager and any of the Parties
may refer to Arbitration in accordance withSub-Clause8.2 [Matters that may be referred to
arbitration].

The requirements of this Sub-Clause are in addition to those of any other Sub-Clause which

may apply to a claim. If the Contract or fails to comply with this or another Sub-Clause in
relation to any claim, any extension of time and/or additional payment shall take account
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of the extent (if any) to which the failure has prevented or prejudiced proper investigation
of the claim, unless the claim is excluded under the second paragraph of this Sub- Clause.

8.2 Matters that may be referred to arbitration

8.2.1 Notwithstanding anything stated herein the following matters may be referred to arbitration
before the practical completion of the Services or abandonment of the Services or termination
of the Contract by either party:

a) The appointment of a replacement Project Manager upon the said person ceasing to act.

b) Whether or not the issue of an instruction by the Project Manager is empowered by these
Conditions

c) Whether or not a certificate has been improperly withheld or is not in accordance with these
Conditions.

e) Any dispute arising in respect of war risks or war damage.

f)  All other matters shall only be referred to arbitration after the completion or alleged
completion of the Services or termination or alleged termination of the Contract,
unless the Procuring Entity and the Contractor agree otherwise in writing.

8.3 Amicable Settlement

8.3.1 Where a Notice of Dis satisfaction has been given, both Parties shall attempt to settle the
dispute amicably before the commencement of arbitration. However, unless both Parties
agree otherwise, the Party giving a Notice of Dissatisfaction in accordance with Sub-Clause
8.1 above should move to commence arbitration after the fifty-sixth day from the day on
which a Notice of Dissatisfaction was given, even if no attempt at an amicable settlement
has been made.

8.4 Arbitration

8.4.1 Any claim or dispute between the Parties arising out of or in connection with the Contract
not settled amicably in accordance with Sub-Clause 8.3 shall be finally settled by
arbitration. Arbitration shall be conducted in accordance with the Arbitration Laws of
Kenya.

8.4.2 The arbitrators shall have full power to open up, review and revise any certificate,
determination, instruction, opinion or valuation of the Project Manager, relevant to the
dispute. Nothing shall disqualify representatives of the Parties and the Project Manager
from being called as a witness and giving evidence before the arbitrators on any matter
whatsoever relevant to the dispute.

8.4.3 Neither Party shall be limited in the proceedings before the arbitrators to the evidence, or to
the reasons for dissatisfaction given in its Notice of Dissatisfaction.

8.4.4 Arbitration may be commenced prior to or after completion of the services. The obligations
of the Parties, and the Project Manager shall not be altered by reason of any arbitration
being conducted during the progress of the services.

8.4.5 The terms of the remuneration of each or all the members of Arbitration shall be mutually

agreed upon by the Parties when agreeing the terms of appointment. Each Party shall be
responsible for paying one-half of this remuneration.
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8.5 Arbitration with proceedings

8.5.1 In case of any claim or dispute, such claim or dispute shall be notified in writing by either
party to the other with a request to submit to arbitration and to concur in the appointment of
an Arbitrator within thirty days of the notice. The dispute shall be referred to the arbitration
and final decision of a person to be agreed between the parties. Failing agreement to concur
in the appointment of an Arbitrator, the Arbitrator shall be appointed, on the request of the
applying party, by the Chairman or Vice Chairman of any of the following professional
institutions;

a) Law Society of Kenya or

b) Chartered Institute of Arbitrators (Kenya Branch)

8.5.2 The institution written to first by the aggrieved party shall take precedence over all other
institutions.

8.5.3 The arbitration maybe on the construction of this Contractor on any matter or thing of what
SO ever nature arising there under or in connection there with, including any matter or thing
left by this Contract to the discretion of the Project Manager, or the withholding by the
Project Manager of any certificate to which the Contractor may claim to been titled to or the
measurement and valuation referred to in clause 23.0 of these conditions, or the rights and
liabilities of the parties subsequent to the termination of Contract.

8.5.4 Provided that no arbitration proceedings shall be commenced on any claim or dispute where
notice of a claim or dispute has not been given by the applying party within ninety days of
the occurrence or discovery of the matter or issue giving rise to the dispute.

8.5.5 Notwithstanding the issue of a notice as stated above, the arbitration of such a claim or
dispute shall not commence unless an attempt has in the first instance been made by the
parties to settle such claim or dispute amicably with or without the assistance of third
parties. Proof of such attempt shall be required.

8.5.6 The Arbitrator shall, without prejudice to the generality of his powers, have powers to direct
such measurements, computations, tests or valuations as may in his opinion be desirable in
order to determine the rights of the parties and assess and award any sums which ought to
have been the subject of or included in any certificate.

8.5.7 The Arbitrator shall, without prejudice to the generality of his powers, have powers to open
up, review and revise any certificate, opinion, decision, requirement or notice and to
determine all matters in dispute which shall be submitted to him in the same manner as if no
such certificate, opinion, decision requirement or notice had been given.

8.5.8 The award of such Arbitrator shall be final and binding upon the parties.

8.6 Failure to Comply with Arbitrator's Decision

8.6.1 In the event that a Party fails to comply with a final and binding Arbitrator's decision, then
the other Party may, without prejudice to any other rights it may have, refer the matter to a
competent court of law.

9.1 The Adjudicator

9.1.1 Should the Adjudicator resign or die, or should the Procuring Entity and the Service

Provider agree that the Adjudicator is not functioning in accordance with the provisions of
the Contract; a new Adjudicator will be jointly appointed by the Procuring Entity and the
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9.2

Service Provider. In case of disagreement between the Procuring Entity and the Service
Provider, within 30days, the Adjudicator shall be designated by the Appointing Authority
designated in the SCC at the request of either party, within 14 days of receipt of such
request.

The Adjudicator shall be paid by the hour at the rate specified in the TDS and SCC,
together with reimbursable expenses of the type’s specified in the SCC, and the cost shall
be divided equally between the Procuring Entity and the Service Provider, whatever
decision is reached by the Adjudicator. Either party may refer a decision of the Adjudicator
to an Arbitrator within28 days of the Adjudicator's written decision. If neither party refers
the dispute to arbitration within the above 28 days, the Adjudicator's decision will be final
and binding.
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SPECIAL CONDITIONS OF CONTRACT

SECTION VIII - SPECIAL CONDITIONS OF CONTRACT

Number  of | Amendments of, and Supplements to, Clauses in the General Conditions of

GC Clause Contract

14 State Department for Environment and Climate Change 11" Floor, NHIF Building,
Ragati Road P.O. BOX 30126 - 00100 NAIROBI, KENYA Email:
procurement@environment.go.ke

2.1 The date on which this Contract shall come into effect is the date of contract signing

2.2.2 The Starting Date for the commencement of Services is the date of contract signing

2.3 The Intended Completion Date is Three (3) years from the date of contract signing.

6.4 Payments shall be done after submission of invoice, and work sheet that indicates that
services where delivered daily or and periodically as indicated in the terms of reference.
Tenderer shall invoice on monthly basis

6.6 Price adjustment and variation during the contract can only be effected after period of

12 months with proper justifications
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B. FORMS
SECTION IX -CONTRACT FORMS
FORM NO. 1 - PERFORMANCE SECURITY - (Unconditional Demand Bank Guarantee)

[Guarantor letterhead or SWIFT identifier code]

Beneficiary: [insert name and Address of Procuring Entity]

Date: [Insert date of issue]

PERFORMANCE GUARANTEE No.:

GUArantor:.......coovveneieneieeeeee [Insert name and address of place of issue, unless indicated
in the letterhead]

1. Wehave been informed that (hereinafter called "the Applicant") has
entered into Contract No. dated_with the Beneficiary, for the execution of

2. Furthermore, we understand that, according to the conditions of the Contract, a performance
guarantee is required.

3. At the request of the Applicant, we as Guarantor, hereby irrevocably under take to pay the

Beneficiary any sum or sums not exceeding in total an amount of_(),lsuch sum  being
payable in the types and proportions of currencies in which the Contract Price is payable,
upon receipt by us of the Beneficiary's complying demand supported by the Beneficiary's
statement, whether in the demand itself or in a separate signed document accompanying or
identifying the demand, stating that the Applicant is in breach of its obligation(s) under the
Contract, without the Beneficiary needing to prove or to show grounds for your demand or
the sum specified therein.

4. This guarantee shall expire, no later than the....Day of...... , 2...2, and any demand for
payment under it must be received by us at this office indicated above on or before that
date.

5. The Guarantor agrees to a one-time extension of this guarantee for a period not to exceed
[six months] [one year], in response to the Beneficiary's written request for such extension,
such request to be presented to the Guarantor before the expiry of the guarantee.”

[Name of Authorized Official, signature(s) and seals/stamps]

Note: All italicized text (including footnotes) is for use in preparing this form and shall
be deleted from the final product.
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1The Guarantor shall insert an amount representing the percentage of the Accepted Contract
Amount specified in the Letter of Acceptance, less provisional sums, if

any, and denominated either in the currency(ies) of the Contract or a freely convertible currency
acceptable to the Beneficiary.

2|nsert the date twenty-eight days after the expected completion date as described in GC Clause
11.9. The Procuring Entity should note that in the event of an extension of this date for completion
of the Contract, the Procuring Entity would need to request an extension of this guarantee from
the Guarantor. Such request must be in writing and must be made prior to the expiration date
established in the guarantee. In preparing this guarantee, the Procuring Entity might consider
adding the following text to the form, at the end of the pen ultimate paragraph: “The Guarantor
agrees to a one-time extension of this guarantee for a period not to exceed [six months] [one
year], in response to the Beneficiary's written request for such extension, such request to be
presented to the Guarantor before the expiry of the guarantee.”
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FORM No. 2 - PERFORMANCE SECURITY OPTION 2 — (Performance Bond)

[Note

: Procuring Entities are advised to use Performance Security—Unconditional Demand Bank

Guarantee instead of Performance Bond due to difficulties involved in calling Bond holder to
action]

[Guarantor letterhead or SWIFT
identifier code] Beneficiary: [insert

name
Date:
issue]

and Address of Procuring Entity]
[Insert date of

PERFORMANCE BOND No.:

Guarantor: [Insert name and address of place of issue, unless indicated in the letterhead]

1. By this Bond as Principal (hereinafter
called “the Contractor”) and ] as Surety (herein
after called “the Surety”), are held and firmly bound unto ] as Obligee (herein
after called “the Procuring Entity”)in the amount of for the payment of

which sum well and truly to be made in the types and proportions of currencies in which the
Contract Price is payable, the Contractor and the Surety bind themselves, their heirs,
executors, administrators, successors and assigns, jointly and severally, firmly by these
presents.

WHEREAS the Contractor has entered into a written Agreement with the Procuring Entity
dated the day of , 20 , for

NOW, THEREFORE, the Condition of this Obligation is such that, if the Contractor shall
promptly and faithfully perform the said Contract (including any amendments thereto), then
this obligation shall be null and void; otherwise, it shall remain in full force and effect.
Whenever the Contractor shall be, and declared by the Procuring Entity to be, in default
under the Contract, the Procuring Entity having performed the Procuring Entity's
obligations there under, the Surety may promptly remedy the default, or shall promptly:

1) Complete the Contract in accordance with its terms and conditions; or

2)  Obtain a tender or tenders from qualified tenderers for submission to the Procuring
Entity for completing the Contract in accordance with its terms and conditions, and
upon determination by the Procuring Entity and the Surety of the lowest responsive
Tenderers, arrange for a Contract between such Tenderer, and Procuring Entity and
make available as work progresses (even though there should be a default or a
succession of defaults under the Contract or Contracts of completion arranged under
this paragraph) sufficient funds to pay the cost of completion less the Balance of the
Contract Price; but not exceeding, including other costs and damages for which the
Surety may be liable here under, the amount set forth in the first paragraph hereof. The
term “Balance of the Contract Price,” as used in this paragraph, shall mean the total
amount payable by Procuring Entity to Contractor under the Contract, less the amount
properly paid by Procuring Entity to Contractor; or

3) pay the Procuring Entity the amount required by Procuring Entity to complete the
Contract in accordance with its terms and conditions up to a total not exceeding the
amount of this Bond.
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The Surety shall not be liable for a greater sum than the specified penalty of this Bond.

Any suit under this Bond must be instituted before the expiration of one year from the date
of the issuing of the Taking-Over Certificate. No right of action shall accrue on this Bond to
or for the use of any person or corporation other than the Procuring Entity named herein or
the heirs, executors, administrators, successors, and assigns of the Procuring Entity.

In testimony whereof, the Contractor has hereunto set his hand and affixed his seal, and the
Surety has caused these presents to be sealed with his corporate seal duly attested by the
signature of his legal representative, this day of 20..

SIGNED ON

on behalf of by

in the capacity of In the presence of
SIGNED ON

on behalf of By

in the capacity of In the presence of
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FORM NO. 3 - ADVANCE PAYMENT SECURITY[Demand Bank Guarantee]

[Guarantor letter head or

SWIFT identifier code]

[Guarantor letter head or

SWIFT identifier code]

Beneficiary: [Insert name and Address of Procuring Entity]
Date: [Insert date of issue]

ADVANCE PAYMENTGUARANTEE No.: [Insert guarantee

reference number] Guarantor:[Insert name and address of place of issue, unless
indicated in the letterhead]

1 We have been informed that (hereinafter called “the Applicant”) has
entered into Contract No. dated_with the Beneficiary, for the execution of

2. Furthermore, we understand that, according to the conditions of the Contract, an advance
payment in the sum

() is to be made against an advance payment guarantee.

3 At the request of the Applicant, we as Guarantor, hereby irrevocably undertake to pay the

Beneficiary any sum or sums not exceeding in total an amount of_()1 upon receipt by us of
the Beneficiary's complying demand supported by the Beneficiary's statement, whether in
the demand itself or in a separate signed document ac companying or identifying the
demand, stating either that the Applicant:

a) Has used the advance payment for purposes other than the costs of mobilization in respect
of the Works; or

b) has failed to repay the advance payment in accordance with the Contract conditions,
specifying the amount which the Applicant has failed to repay.

4. A demand under this guarantee may be presented as from the presentation to the Guarantor
of a certificate from the Beneficiary's bank stating that the advance payment referred to
above has been credited to the Applicant on its account number__at

5. The maximum amount of this guarantee shall be progressively reduced by the amount of
the advance payment repaid by the Applicant as specified in copies of interim statements or
payment certificates which shall be presented to us. This guarantee shall expire, at the
latest, upon our receipt of a copy of the interim payment certificate indicating that ninety
(90)percent of the Accepted Contract Amount, less provisional sums, has been certified for

payment, or on the day of , 2,2 whichever is earlier.  Consequently, any demand for
payment under this guarantee must be received by us at this office on or before that date.

6.  The Guarantor agrees to a one-time extension of this guarantee for a period not to exceed
[six months] [one year], in response to the Beneficiary' s written request for such extension,
such request to be presented to the Guarantor before the expiry of the guarantee.

[Name of Authorized Official, signature(s) and seals/stamps]
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Note: All italicized text (including footnotes) is for use in preparing this form and shall be
deleted from the final product.

1The Guarantor shall insert an amount representing the amount of the advance payment and
denominated either in the currency(ies) of the advance payment as

specified in the Contract, or in a freely convertible currency acceptable to the Procuring Entity.

2nsert the expected expiration date of the Time for Completion. The Procuring Entity should note
that in the event of an extension of the time for completion of the Contract, the Procuring Entity
would need to request an extension of this guarantee from the Guarantor. Such request must be in
writing and must be made prior to the expiration date established in the guarantee. In preparing
this guarantee, the Procuring Entity might consider adding the following ext. to the form, at the
end of the penultimate paragraph: “The Guarantor agrees to a one-time extension of this
guarantee for a period not to exceed [six months] [one year], in response to the Beneficiary's
written request for such extension, such request to be presented to the Guarantor before the
expiry of the guarantee.”

FORM NO. 4 BENEFICIAL OWNERSHIP DISCLOSURE FORM
(Amended and issued pursuant to PPRA CIRCULAR No. 02/2022)

INSTRUCTIONS TO TENDERERS: DELETE THIS BOX ONCE YOU HAVE COMPLETED THE FORM

This Beneficial Ownership Disclosure Form (“Form”) is to be completed by the successful tenderer pursuant to Regulation
13 (2A) and 13 (6) of the Companies (Beneficial Ownership Information) Regulations, 2020. In case of joint venture, the
tenderer must submit a separate Form for each member. The beneficial ownership information to be submitted in this
Form shall be current as of the date of its submission.

For the purposes of this Form, a Beneficial Owner of a Tenderer is any natural person who ultimately owns or controls the
legal person (tenderer) or arrangements or a natural person on whose behalf a transaction is conducted, and includes
those persons who exercise ultimate effective control over a legal person (Tenderer) or arrangement.

Tender Reference No.:

[insert identification no] Name of the Tender
Title/Description: [insert name of
the assignment] to: [insert complete name of Procuring Entity]

In response to the requirement in your notification of award dated__ [insert date of notification of
award] to furnish additional information on beneficial ownership:__ [select ~ one  option  as
applicable and delete the options that are not applicable]

I) Wehere by provide the following beneficial ownership information.

Page 140 of 147



Details of beneficial ownership

Details of all Beneficial Owners | % of % of voting Whether a | Whether a
shares a rights a person  directly | person
person person holds or indirectly | directly or
holds in the | in the holds a right to | indirectly
company | company appoint or | exercises
Directly or remove a | significant
indirectly member of the | influence or

board of | control over
directors of the | the
company or an | Company
equivalent (tenderer)
governing body | (Yes/ No)
of the Tenderer
(Yes/ No)

Full Name Directly-——- | Directly......... 1.Having the right |1.Exercises

- T EE— % | .. % of to appoint a | significant

National identity of shares | voting rights majority of the | influence or

card number or board of the | control over

Passport number _ directors or an | the

Personal Indirectly------ equivalent Company

Identification Indirectly-- | -—-% of voting governing body | body of the

Number (where | |~ % | rights of the Tenderer: | Company

applicable) of shares Yes -----No---- (tenderer)

Nationality 2.1s this right held

X directly or

Date of birth indirectly?: Yes ----- No-

[dd/mm/yyyy]

Postal address

Residential . 2.1s this

address Direct............ influence

Telephone | | | | or control

number exercised

directly or

Email address ) indirectly?

- Indirect.........
Occupation or
orofesson | ||| e
Direct.........
Indirect......
Full Name Directly---- | Directly......... 1.Having the right | 1.Exercises
- — | . % | o of to appoint a | significant

National identity of shares | voting rights majority of the | influence or

card number or board of the| control

Passport number
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Details of all Beneficial Owners | % of % of voting Whether a | Whether a
shares a rights a person  directly | person
person person holds or indirectly | directly or
holds in the | in the holds a right to | indirectly
company company appoint or | exercises
Directly or remove a | significant
indirectly member of the | influence or

board of | control over
directors of the | the
company or an | Company
equivalent (tenderer)
governing body | (Yes/ No)
of the Tenderer

(Yes/ No)

Personal Indirectly------- directors or an | over the

dentification Indirectly-- | -—% of voting equivalent Company

Number (where | | —eeeeee o | rights governing body | body of the

applicab'e) of Shares Of the Tenderer: Company

—— Yes ----- No---- (tenderer)
Nationality(ies) i riaht held |y
X 2.1s this right he s -----

Date of birth direCtIy or NO----

[dd/mm/yyyy] indirectly?:

Postal address

Residential 2. !S this

address influence

Direct............ or control

Telephore | | L exercised

number directly or

Email address indirectly?

OCCUp"’}tion or Indirect.........

profe55|on ............ Direct.........

Indirect......

I1) Am fully aware that beneficial ownership information above shall be reported to the Public
Procurement Regulatory Authority together with other details in relation to contract awards and
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shall be maintained in the Government Portal, published and made publicly available pursuant to
Regulation 13(5) of the Companies (Beneficial Ownership Information) Regulations,
2020.(Notwithstanding this paragraph Personally Identifiable Information in line with the Data
Protection Act shall not be published or made public). Note that Personally Identifiable
Information (PII) is defined as any information that can be used to distinguish one person from
another and can be used to deanonymize previously anonymous data. This information includes
National identity card number or Passport number, Personal Identification Number, Date of birth,
Residential address, email address and Telephone number.

I11) In determining who meets the threshold of who a beneficial owner is, the Tenderer must
consider a natural person who in relation to the company:

(@) holds at least ten percent of the issued shares in the company either directly or
indirectly;

(b) exercises at least ten percent of the voting rights in the company either directly or
indirectly;

(c) holds a right, directly or indirectly, to appoint or remove a director of the company;
or

(d) exercises significant influence or control, directly or indirectly, over the company.

IV) What is stated to herein above is true to the best of my knowledge, information and belief.

Name of the Tenderer: ...........c.c......... *[insert complete name of the Tenderer]

Name of the person duly authorized to sign the Tender on behalf of the Tenderer: ** [insert
complete name of person duly authorized to sign the Tender]

Designation of the person signing the Tender: ...........c.......... [insert complete title of the person
signing the Tender]

Signature of the person named above: ...........cccccceeee. [insert signature of person whose name and
capacity are shown above]

Date this .....ccccooverrnnene [insert date of signing] day of.........ccccc...... [Insert month], [insert
year]

Bidder Official Stamp
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